


| 


Linux For 
Beginners: The 
Ultimate Guide 

To The Linux 








he af 


LINUX 


Beginners 





The Ultimate Guide To The Linux 
Operating System & Linux Commands 


ADAM VARDY 


LinuxforBeginners 
TheUltimateGuideToTheLinux 
OperatingSystem&LinuxCommands1st 


Edition 


AdamVardy 

Contents 

Introduction 

Chapterl:WhatisLinux? 

Distributions 

OpenSource 

TheLinuxShell 

Root 

Capitalization 

Servervs.Desktop 

WhyUseLinux? 
Chapter2:InstallingLinuxServerEdition 
Chapter3:InstallingLinuxDesktopVersion 
Chapter4:BasicLinuxTasks/Commands 
Sudo 





ManPages 
Tasksel 
Apt-get 
Services 
Jop 
Chapter5:BasicLinuxNavigation 


Chapter6:EditingLinuxFileswithVim 


StartingVim 





ChangingFileOQwnership 





EditingandNavigating 





ExitingandSaving 





Chapter7:AdvancedLinuxNavigation 


ChangingDirectoriesandFindingFiles 





= 


isting/DisplayingFiles 





Making,Deleting, Moving ,Copying,Renaming 








MountingDrives 


Conclusion 


Copyright2016-Allrightsreserved. 


This document is geared towards providing exact and 
reliable information in 
regardstothetopicandissuecovered.Thepublicationissoldwith 
theideathat the publisher is not required to render 
accounting, officially permitted, or otherwise, qualified 
services. If advice is necessary, legal or professional, a 
practicedindividualintheprofessionshouldbeordered. 


FromaDeclarationofPrincipleswhichwasacceptedandapprove 
dequallybya Committee of the American Bar Association and 
a Committee of Publishers and Associations. 


Innowayisitlegaltoreproduce,duplicate,ortransmitanypartoft 
hisdocument in either electronic means or in printed format. 
Recording of this publication is strictly prohibited and any 
storage of this document is not allowed unless with 
writtenpermissionfromthepublisher.Allrightsreserved. 


The information provided herein is stated to be truthful and 
consistent, in that any liability, in terms of inattention or 
otherwise, by any usage or abuse of any policies, processes, 
or directions contained within is the solitary and utter 
responsibility of the recipient reader. Under no 
circumstances will any legal 
responsibilityoroblamebeheldagainstthepublisherforanyrepar 
ation,damages, 
ormonetarylossduetotheinformationherein,eitherdirectlyorin 
directly. 


Respectiveauthorsownallcopyrightsnotheldbythepublisher. 


The information herein is offered for informational purposes 
solely, and is universal as so. The presentation of the 
information is without contract or any 
typeofguaranteeassurance. 


Thetrademarksthatareusedarewithoutanyconsent,andthepu 
blicationofthe trademark is without permission or backing by 
the trademark owner. All 
trademarksandbrandswithinthisbookareforclarifyingpurpose 
sonlyandare 
theownedbytheownersthemselves,notaffiliatedwiththisdocu 
ment. 


Introduction 


Thank you for buying Linux for Beginners. Linux In this book, 
we are going to give you an overview of the concepts that 
you have to understand before you 
actuallystartusingLinux.Wewillexplaintoyouthedifferentelem 
entsofitthat 
yououghttoknowaboutbeforeyougoanddelveintotheLinuxwor 
Id. 


Linux has many benefits. However, it also has numerous 
little aspects that can leave you perplexed. Not being able 
to understand these aspects can definitely 
causeyouproblemsinthefuture. 


Inthisbook,we’regoingtotalkaboutwhatthoseelementsare.We 
arealsogoing to talk about what Linux is, where it came from, 
and all of the fundamental 


conceptsthatyouhavetounderstandbeforeyouactuallystartbui 
Idingyourown Linux servers and maintaining your own Linux 
systems. In addition, we’ll also 
teachyoubasicterminalcommandsthatwillgetyouupandrunni 
ngaboutwithin theLinuxoperatingsystem. 


Wehopeyouenjoythisbook! 
Chapter1:WhatisLinux? 


Thefirstthingthatweneedtotalkaboutinthisbookisabouttheori 
ginsofthe Linux. In a nutshell, Linux is an operating system. 
For those of you who do not know what an operating system 
is, and for all of you who think you do but may 
haveforgottenwhatanoperatingsystemis,itisactuallythesoftw 
arelayerthatis between your hardware and the software that 
allows you to get something productivedoneonacomputer. 


Theoperatingsystemiswhatallowsthesoftwaretotalktothehard 
ware. |tisthe 
onethatletsyoustoreinformationonharddrives,sendoutprintjo 
bstoprinters, etc. If you are in a normal Windows 
environment—a Microsoft Windows Operatingsystem— 
youhaveyourhardwareatthebottom, youhavetheWindows 
operatingsystemontopofthat,andthenyouhaveMicrosoftOffice 
forexample, thatsitsontopoftheoperatingsystem. 


Linuxisanoperatingsystemthatactsasanintermediary— 
i.e.abridge—between 
thephysicaldeviceandtheinstructionalcodeofaprogram.Them 
ainthingthat you just need to realize is that in the Linux 
world, the software that you will be 
runningisofacompletelydifferenttype,comparedtotheonestha 
tyouwouldrun 
intheWindowsoperatingsystem.DesktopapplicationslikeMicro 
softOfficeand Adobe Photoshop are not usually run ona 


Linux environment. Linux normally runs servers—Apache 
web servers, database servers, web virtualization servers, 
etc. 


However,therearevariousLinuxdistributionsouttherethatares 
pecificallymade 
forpersonaldesktopcomputers.TheseLinuxdistributionsare,in 
away,similarto Windows and Mac OS, in a sense that they 
run the same types of programs like Word Processing 
programs, photo and video editing programs, web browsing 
applications, program development applications, games, 
etc. These Linux distributions are more targeted to home 
users who just want a free operating systemalternative. 


Linuxdidnotbeginasanoperatingsystem,however.Linuxwasak 
ernelcreated 
byLinusTorvaldswhilehewasastudentattheUniversityofHelsin 
ki. TheKernel is essential, but by itself, it is useless. It can 
only function in the context of a complete operating system. 
The Linux Kernel was used in combination with the 
GNUoperatingsystem.ImagineGNUasabigcomplexpuzzlewith 
abigpiecein the middle missing—the big piece being the 
Linux Kernel. The complete puzzle 
equatestoafunctionaloperatingsystem. 


ItisimportanttounderstandwhataKernelisasthisisthedefiningc 
omponentof 
Linux.AKernelisthecentralpartofanoperatingsystemthatisresp 
onsiblefor 
interfacingallyouapplicationsdowntothephysicalhardware. 


Therearetwomajortypesofkernelscompetingintoday’smarket 
—Windowsand Unix-like Kernels. The Linux Kernel falls 
under the latter as does BSD, Mac OS, 


andSolaris.Theterm“Unix- 
like” referstothefactthattheyoperatesimilarto,or 
arebasedontheoriginalBellLabSUNIXoperatingsystem. 


Kernelstendtofallunderthreecategories: 


MicroKernel- 
AMicroKernelonlymanageswhatithasto:CPU,Memory, 
and!PCorinter- 
processcommunications.I|fitisnotanIPC,Memory,orCPU, 
itisautomaticallyregardedasanaccessoryandcanbehandledin 
usermode. 


Monolithic- 
MonolithicKernelslikeLinuxaretheoppositeofMicroKernels. 


TheyencompassnotonlytheCPU,Memory,andinter-process 
communications, butotherthingssuchasdevicedrivers,filesyst 
em management,andsystemservercalls. 


Hybrid- 
TheWindowskKernelfallsunderHybridbecauseithastheabilityto 
pickandchoosewhattoruninbothuserandsupervisormode. 


And so, between 1991 and 1994, Linus Torvalds created the 
Linux operating 
systembycombiningtheGNUOSwiththeLinuxKernel.Basically, 
LinusTorvalds 
wantedanoperatingsystemthatisnotonlyfree,butalsosomethi 
ngthathecan 
customizetofitaccordingtohisprogrammingneeds.Linuxwashi 
screativelittle 

petprojectthathedidontheside. ThebigthingwithLinuxis,becau 
seithasan 


“ux” suffix,andbecausemostofthecommandsthatyouuselookal 
otlikeUNIX 


commands, people think that Linux is a type of UNIX 
operating system. This is totally not the case. UNIX is its own 
type of operating system. Linux is its own 
typeofoperatingsystem. 


LinusTorvaldscreatedtheentireLinuxoperatingsystemfromthe 
groundup.The reason he created Linux was that he wanted 
to create an open source operating system for people to use. 
Back in the day, UNIX was not open source. If you wanted to 
use UNIX, you had to pay somebody in order to use UNIX. 
Microsoft 

Windows,ofcourse,isMicrosoftWindows. Youalwayshavetopayi 
nordertouse MicrosoftWindows. 


So Linus Torvalds, being the computer engineer that he is, 
wanted an operating 
systemthatwascompletelyfree.HeandhisfriendsattheMassach 
usettsInstitute 
offechnology,orM.|.T.,wantedanoperatingsystemthattheydon 
othavetopay 
fortouseandwillalsohelpthemcreatethecomputerprogramstha 
ttheywanted to make in a more efficient and easy way. In 
other words, they wanted an 
operatingsystemthattheycancustomizetofittheirneedsaswell 
ascompletely freetouse. 


The big thing to remember with Linux is that, even though it 
IS an operating 
system, itlookstotallydifferentthanMicrosoftWindowsorMacOS 


Distributions 
AfterLinus lorvaldscreatedLinuxbackinthe1990s,hewantedtos 


topworking 
foralittlebit.So,whathedidwashemadethesourcecodeforhisne 


woperating system completely available to the public. This 
allowed everybody in the world, 
especiallycomputergeeks,scientists,etc.,tostartplayingwitha 
ndchangingthe Linuxoperatingsystemastheysawfit. 


Majorcompaniesandeducationalinstitutionsdecidedtheyliked 
Linux.Andsince Linux is open source, they are able to see 
the source code. This gave them the 
abilitytostartcreatingtheirownversions. 


PeoplefromUniversityofCalifornia,Berkeley,decidedtostartcre 
atingtheirown version of Linux. People from China also 
started creating their own version of 
Linux.Peoplefromallovertheworld—fromallwalksoflife— 
startedmakingtheir 
ownversionsofLinuxthatfittheirownpersonalneeds. Today, you 
haveRedHat 
Linux,UbuntuLinux,GoogleAndroid,andmanymore. 


Making Linux’s source code available to the public 
facilitated the creation of 
somethingcalleddistributionsor“ distros.” Distributionsarethev 
ariousversions 
ofLinuxthatpeoplehavecreatedovertime.Therearemanydiffer 
entversionsof Linux that are out there. Different distributions 
have different capabilities. Now, 
whenyouneedtodecidewhichLinuxdistributionyouwanttouse, 
youaregoing 
tohavetothinkaboutwhatyouwantyourcomputertodofirstwith 
Linux. 


Itismuchmoreimportantthatyouunderstandwhatyouwantyour 
computerto do, before you install the Linux operating 
system. With Microsoft Windows, you just install it first and 
then worry about what you want to do with your server 


later.WithLinux,everydistributionisbuilttodothingsinacertain 
Way. 


Forexample,thereisaversionofLinuxcalledTrustix. TrustixLinuxi 
sconsidered 
tobethemostsecureLinuxoperatingsystemoutthere. Itisjustabr 
ick. Youset 
TrustixLinuxupandaslongasyoudonotdoanythingcompletelys 
tupid,nobody 
canhackitandnovirusescangettoit.Itisjustonesolid,secureserv 
er.But, you 
havetodecidethatyouwantasolidandsecureserverfirst,beforey 
ougoandget thatparticulardistributiontoinstallontheserver. 


So, if you want a computer that you can use some office 
applications or you are 
goingtosurfthewebwith,thenyoumaywantUbuntuLinux’sdesk 
topversion.If you want a super secure computer, then you 
might want Trustix Linux. If you want something with 
enterprise level support, let’s say you want to use a Linux 
distributionthathasatechsupportcenterouttheretohelpyouifn 
ecessary,you may decide to use Red Hat Linux. But again, 
you have to decide what you need 
yourcomputertodoinordertodeterminetheexactLinuxdistribut 
iontoinstall onyourcomputer. 


If you install Ubuntu Linux distribution on all your 
computers, and then you 
decideyouneedenterprisesupportandyoucallRedHatLinux,the 
ywillnotbe able to help you. Red Hat Linux does not support 
Ubuntu Linux. Every 


distributiondoesthingstheirownwayandiscreatedbydifferente 
ntities.Soyou must familiarize yourself first with what a 
particular distribution does, and 
whetheritfitsyourcomputingrequirementsexactly. 


OpenSource 


Now that we have talked basically about where Linux came 
from, the next thing that we need to talk about is Open 
source licensing. Of course, at this point in time, you have 
probably heard of open source software. You are also 
probably under the wrong idea that open source software is 
free software. This is not the case. 


Open source software is not free software. And if you treat all 
open source software as if it is free, you are jeopardizing not 
only your career, but also your company. It is just bad 
legally. Therefore, it is important that we discuss open 
sourcesoftwareandthedifferentwaysthatopensourcesoftwarev 
endorsgetpaid. 


Sowhatdoesopensourceexactlymean? 
Whatopensourcesoftwaremeansisthat 
wheneveraprogrammersitsdownandbeginwritingthecodefora 
software,they 
provideyouwiththecodeonlysothatyoucanseehowtheprogram 
waswritten. 


Itdoesn’tnecessarilymeanitisfree.Sohowdotheseprogrammers 
earnwithan opensourcelicense? 
Therearefourdifferentwaysthattheseopensourcevendors 
orprogrammersgetpaid. 


Thefirstoneisthroughtheopensourcemodelwheretheygivethes 
oftwarefreeof charge, but when you require training or 
support for the software, that is where 
youhavetopaythemacertainamount.Letussayforexampleyoud 
ownloaded the mySQL software for your Linux server. You 
download the mySQL program, tinkered around with it fora 
little bit, and then you find out that it is extremely 
usefulandpowerful. 


Even though you already figured out most of the intricacies 
of the mySQL 


program,therearestillcertainaspectsofitthatyouneedtolearn,o 
rneedsupport 
with.So,yougoapproachthesoftwaredeveloperandaskforsupp 
ortandtraining. 


Thisisthepointwhereyouhavetopaythemacertainamount.Thisi 
soneofthe 
waysthesedevelopersorprogrammersgetpaidfortheirdevelop 
mentefforts. 


Thesecondwaydevelopersandvendorsgetpaidthroughanopen 
sourcelicenseis through a non-commercial, personaluse-only 
open source license. This is where 
mostpeople,includingveteransystemadministrators,getintoal 
otoftrouble. 


It is true that some open source licensed software will allow 
you to obtain a program completely free. You can use them 
in a computer lab or any kind of experimental environment 
without having to worry about the legal implications. 


Why?Becauseitisforpersonalornon-commercialuseonly. 


Theproblem,orthepartthatusuallygetsanadministratorinhotw 
ater,isassoon as they take that server from the test lab and 
screw it into a server rack in the 
productionenvironment,thecommercialusestartstokickin. 


Ifyouareageekathomeandyouwanttoplayaroundwiththesoftw 
are,thereis 
noproblematall.Onceyouuseittopowerupabusinessserver,orm 
aybehosta 
homebusinesswebsiteforexample,younowownalicensingfeefo 
rthatsoftware. 


Thegruesomethingaboutitisthattheselicensingfeescanbeany 
wherebetween 
$5,000and$10,000.Itisthatexpensive.Therefore,itisonlyprud 
entthatyoube conscious on how you use the software, 
whether it is for personal, non-commercial,orcommercialuse. 


Thethirdwayopensourcesoftwareprogrammersorvendorsgetp 
aidisthrougha 
paidopensourcelicense.Someofyoumightbeasking,howcanas 
oftwarebeon an open source license if it is a paid software 
right off the bat? Well, a paid 
softwarewillalwaysbeconsideredasopensourceiftheyletyouse 
ethecode. 


Theideabasicallyis,ifyouwanttheproduct, youpaythevendoror 
developerthe 
licensingfeeandyoubuyitjustlikeifyouaredealingwithMicrosoft 
,Adobe,etc. 


Thedifferencewithopensourcesoftwareinthismodelis,eventho 
ughyoubought 
thesoftwareandcanseethecode,youmaynothavethelegalright 
tomodifythat code. 


Ifyouarethetypeofuserwholikesmodifycodetotailor- 
fitaparticularsoftware 

accordingtoyourspecificneeds, youshouldlookoutandavoidsof 
twarethathas thistypeofopensourcemodel. 


The fourth way these open source vendors get paid is 
through a recurring open 
sourcelicensefee.Again,thisislikemostopensourcelicensesoutt 
here.Theylet 
youdownloadandtestthesoftwarefreeofcharge. Theywouldeve 
nletyouseethe 
code,justsoyouknowhowthesoftwareactuallyworks. 


However,inorderforyoutohavethelegalrighttoactuallyusethes 
oftware,they would have to charge you a yearly fee. This is 
usually cheaper than a one-time 
licensingfee,butisexpensivenonetheless. 


Hereisanexample:LetussayyoudownloadedFoxitPDFreaderfor 
free.Youcan use the software, test out its most promising 
features, and even see the code to figure out how it does 
what it does. But in order use the software legally, fully 
unlockitsmostusefulfeatures,andalsohavetechnicalsupportfo 
rit,youhaveto paythedevelopersayearlyrecurringfee. 


So, aS you can see, knowing how open source licensing 
works is far more 
importanttoyourbusinessthansimplybeingabletosetupaserve 
r.Thisisthe kind of thing that can cause massive amounts of 
damage to you and your company. If you install multiple 
servers with open source licensed software and 
youdonotknowthelicensingrequirements,thatmaybeacatastr 
ophicproblem. 


Remember,opensourcedoesnotmeanitisfree.Ithasnothingtod 
owithfree.A 
hugeamountofopensourceonlyhappenstobefree.However,tha 
tdoesn’tmean opensourcesoftwareiscompletelyfree. 


What open source means is that you are allowed to see the 
source code that 
createdtheprogram.Thisdoesn’tmeanyou’reallowedtomodifyt 
hesourcecode. 


You may not even be able to do a single thing to the source 
code. But at least 
you’reallowedtoseethesourcecodesothatyouunderstandwhati 
shappening.If 


thereareflaws,oriftherearesecurityholes,youcanactuallyseeth 
atinthecode. 


As you Can see, Linux can go from being really affordable to 
being stupidly expensive in an instant. And these 
maintenance contracts are one of the things that can make 
it extremely expensive. Open source licensing, as we 
mentioned, 
canmakeorbreakyourcareer.Somakesureyoutakeitseriously. 


TheLinuxShell 


Nowthatwehavethelegalitiesoutoftheway,letusnowtalkaboutt 
heshellof theLinuxoperatingsystem.Sowhatisashell? 
Theshellofanoperatingsystemis the screen that you use to 
interact with the operating system. If you’re thinking about 
Microsoft Windows, the Windows shell is that graphical user 
interface 
wherewehavethelittlemousepointerwhichweusetogoarounda 
ndclickonthe 
variouselementsofthedesktop,suchasfolders,icons,etc. 


Theshellisoftwotypes.Thefirstoneisthegraphicaluserinterface, 
orGUI.The second one is called the line user interface, or LUI. 
The LUI basically looks like DOS prompts. So, if you ever 
played with the Microsoft Windows DOS prompt, 
thelineuserinterfaceisexactlythat.Itisthatblackandwhitescree 
nwhereyou 
typeindifferentcommandstogetaparticularoutputfromthecom 
puter. 


In Linux, since this is a much more technical operating 
system preferred by 
programmers,geeks,engineers,orwhathaveyou,theyprefertou 
sethelineuser interface. So when you go and install Linux, 
you can either have a graphical component where you can 


click things in the desktop much like a normal 
operatingsystem,oryoujusthavethatlittlelineuserinterface. 


The main thing that you have to remember about the shell is 
that the line user interface (LUI) is much more powerful than 
the graphical user interface (GUI). 


However, when you install Linux with just a line user 
interface for the shell, all 
youaregoingtogetisaprompt.Ifyoudon’tknowwhatyouneedtod 
owiththe 
commandprompt,likethevariousshellcommandsforthatoperat 
ingsystem,you willbestuck. 


There are many cases where people install Linux with an LUI, 
but doesn’t know any Linux shell commands for the LUI. So 
basically, that’s the thing with the Linux line user interface. 
You are going to have to understand the commands in 
ordertogetthecomputertodoanythingthatyouneedittodo. 


Root 


Thenextbigconceptthatyouhavetounderstandwhenyouaregoi 
ngtobeusing Linux is the concept of Root. In Linux, root 
pertains to the highest level of 
anything.Whenyouhearabouttherootuser, itisreferringtothead 
ministratorof the computer. The root user is the highest level 
user that you can be on the computer. 


So,ifyoucanloginasroot, youcandoanythingintheworldyouwan 
ttowiththe computer. Root can also mean the root of the 
operating system. It is where the 
operatingsysteminstalledinthecomputerharddrive.Ifyouthink 
aboutthisin 
termsoftheWindowsoperatingsystem,C:/istherootoftheWindo 
wsoperating systembecausethatiswhereitisinstalled. 


Root can also mean the highest level that a user can get 
into. What does this mean? 
InLinux,usershavehomefolders.Thehomefolderholdsalloftheu 
ser’s 
data,suchasdocuments,settings,programs,etc.Sotherootofthe 
userwouldbe 

theirhomedirectory. Thehomedirectoryisthehighestlevelforap 
articularuser. 


Themainthingtounderstandwheneveryouaretalkingaboutroot 
inLinuxisthat 
rootisthehighestlevelofanything.There’sactuallyauseraccoun 
tinLinuxcalled 
root,andthatuseraccountistheabsolutehighestleveluserthaty 
oucanbeginthe operating system in. Root can absolutely do 
anything. They have total access to everything in the 
operating system. Once we go into actually starting to type 
commandsandmakingLinuxdocertaintasks,thisconceptofroot 
isgoingtobe crucial. 


Capitalization 


LetusnowtalkaboutsomethingthatjustmesseswitheveryWindo 
wsuser’shead 
whenmakingtheswitchtoLinux:Capitalization.Sobasically,you 
haveuppercase and lowercase letters. In the Windows 
operating system, it doesn’t care whether 
youputinanuppercaseoralowercaseletter.Ifyouhaveafolderna 
med“Home” 


in Windows, that is going to be the same as “HOME,” 
“home,” or “home.” 


Windows,exceptwhenitcomestopasswords,doesnotcareabout 
Capitalization. 


In the Linux world, keep in mind that Linux was created by 
computer professionals. These computer professionals coded 
the characters of letters, 
numbers,punctuations,etc.usingASClltext.InASClitext,anupp 
ercase“H,” for 
example,isactuallyadifferentcharacterfromalowercase“h.”Wh 
atthismeansis that in the Linux world, “Home,” “HOME,” 
“home,” or “homE” would be considereddifferentfolders. 


Let us say you have a folder named “USER,” but for some 
reason your typed in 


“user”whenyoutriedtoaccessit.Linuxwillnotbeabletofindthatf 
olderbecause the “user” folder does not exist. Only the 
“USER” folder, with the uppercase 
letters,doesexist.Soremember,capitalizationmattersinLinux. 


Oneoftheplacesthiscancauseyoubigproblems,andyouhavepr 
obablyalready 
seenthiswithsomewebsitesthatyouuse,iswhenyouaretypingy 
ourusername 
logins.InLinux,allusernameandpasswordsarecasesensitive.So 
whenyoutype 
inyourusernameorpasswordinLinux,makesurethatyoudon’tha 
veyourcaps 
lockkeyturnedonoryouarenotaccidentallyholdingdownshiftw 
henyoutypein yourusernameandpassword. 


Thisisactuallynotcomplicated.Itisjustthatpeopleareusedtousi 
ngWindows that they totally bring the mannerisms of using 
Windows over to Linux, where capitalizationmattersgreatly. 


Servervs.Desktop 


There are generally two versions of Linux that everybody is 
going to provide. 


Whether you get Red Hat Linux, Ubuntu Linux, Fedora Linux, 
or whatever 
distributionthatmaybe,theywillnormallyhavetwoversionsofth 
edistribution. 


One is going to be the server version while the other is 
going to be the desktop version. 


Themaindifferencebetweentheserverversionsandthedesktop 
versionsofany of these Linux operating systems is that, the 
server version is a stripped down versionifLinux.Why? 
Becausetheyfiguredthatifyouaregoingtobeinstallinga server, 
you know specifically what you want installed on the server. 
What this 
meansisthattherewillbenographicaluserinterfaceintheoperati 
ngsystem,and a lot of the tools that you use to administer 
Linux will not be installed automatically. 


They figured that if you want the tool and you are installing 
a server, then you know how to install the tool to the server 
yourself. If you are just beginning to learn Linux, you are 
probably better off at this point in time to download the 
desktopversion. Thedesktopversionsofthesedistributionsgive 
youthegraphical userinterfacerightoffthebat. 


When you install the desktop version, you'll immediately be 
able to navigate the 
operatingsystemusingthegraphicaluserinterface,muchlikeMIi 
crosoftWindows 
orMacOS.Youwillhavedesktopicons,foldersthatyoucanclickon, 
etc. 


It’sgoingtofunctiondifferentlycomparedtoWindowsorMac,soy 
oustillhaveto 
learnhowtouseLinux.Butit’sgoingtobeanenvironmentthatyou 
areprobably going to be able to understand as soon as you 


boot into it. After installing the 

desktopversion, youaregoingtobootstraightintoagraphicalenv 
ironment.Itis already going to have management tools 
installed, and you can play around and figure out how to use 
that graphical environment. That’s the main advantage of 
thedesktopversionovertheserverversionofLinux. 


WhyUseLinux? 


The reason that you should learn Linux and start deploying 
Linux is for server functionality.Linuxisincrediblyrock- 
solid.OnceyouinstallLinux,andonceyou 
getthroughallthequirksandyousetupalltheconfigurations,aLi 
nuxserverwill 
rununtiltheCPUoverheatsanddies.Itwouldjustrunnon- 
stop.ALinuxserver, 
onceinstalledcorrectly,canrunforahundredandfiftydayscontin 
uouslywithout havinganyproblems. 


Linux is totally unlike Windows where you have to reboot it 
weekly to avoid memory leaks or crashes. Linux, as long as 
you configure it properly, would just run and do its job day 
in and day out. The reason that you should look at deploying 
Linux is for server functionality, whether it is for Apache web 
servers, 
mySQLdatabaseservers,virtualizationservers,emailservers,et 
C. 


When you setup a Linux server, that thing is going to be 
rock-solid. You are not 
goingtohavethesameproblemsthatyouhavewithWindows,wh 
ereyouinstall Windows in a computer today and works really 
great, but then you keep getting many updates. And two 
years from now, the computers are working slower because 
all the updates that Microsoft has delivered actually 
decreased the performanceofthecomputeritself. 


ThisisnotthecasewithLinux.OnceyouinstallLinux,itisgoingtod 
oitsjobwith 
thesameefficiencyaswhenyoufirstinstalleditonyourcomputer 
—aslongasyou configureitproperly,ofcourse. 


Linux is a really robust and efficient operating system. At 
this point, it is important that you have a good foundation 
and understanding of where exactly 
Linuxcamefrom,andwhataresomeofitsbasicbutimportantconc 
epts. 


Chapter2:InstallingLinuxServerEdition In this chapter, 
we will talk about how to install Linux so that you can try it 
out 
andgetafeelonhowtousetheLinuxoperatingsystemingeneral. 
Wearegoing 
todiscusshowtoinstallboththeserverandthedesktopversionsof 
Linux,soyou 
canjustseehowtheinstallprocessforeachversionworks.Alsonot 
ethatweare going to be using the server and desktop version 
of the Ubuntu distribution of Linux. 


Just with all the different distributions that are out there, it is 
currently the one that seems to be the most popular. With all 
distributions of Linux, you should 
understandthattheyallhavetheirownparticularquirks.Ubuntui 
snodifferent. 


Ubuntu Linux has some particular quirks that other 
distributions do not have. 


Throughthiswholebookwe’regoingtobeusingUbuntu.Justkeep 
inmindthatif 
youdecidetouseadifferentversionofLinux,andyougoandtrytor 
unsomeof the commands that we will be teaching you in the 
later chapters, they may be 


Slightlydifferentinthoseversions.SoyoumayhavetodoalittleGo 
oglesearchto seewhatthosedifferencesare. 


Forexample,inUbuntuyouusethe“apt- 

get” commandinordertogetandinstall 
applicationsorprogramsontotheLinuxcomputer.InRedHatorFe 
dora,youuse the “YUM” command. Basically, at the end of 
the day, the “apt-get” and “YUM” 


commands do the same thing. It’s just that for each 
version/distribution, the syntaxofthecommandvaries. 


NowwearegoingtolearnhowtoinstalltheUbuntuLinuxserveredi 
tion.Again, 
Ubuntuiscompletelyopensource;itiscompletelyfree.Whethery 
ouwillbeusing 

Ubuntuforpersonaluseorcommercialuse, youcandosoatnocost 
.Allyouneed to do is go to the Ubuntu website, download the 
ISO file for the Ubuntu server 
edition,andthenburnittoadiskorputitinaUSBthumbdrive. 


For the sake of conciseness, we will not delve into the disc 
burning process or bootable USB thumb drive creation 
process. If you do not know how to burn an 
imagefileontoadiskoraUSBthumbdrive,therearemanytutorials 
ontheweb on how to do that. Just look it up and follow the 
steps enumerated in those tutorials. 


Sinceweareinstallingtheserverversion,keepinmindthatatthee 
nd,allweare 
goingtogetisthelineuserinterface,orLUI,oftheshell.Inotherwor 
ds,itisa blinking cursor at the command prompt. If you don’t 
know the commands that youneedtotypein,youwillbestuck. 


Atthispointwearenotgoingtodiscussthosecommandsyet.What 
wearegoing 
todoisjustgothroughtheinstallationoftheoperatingsystemsoth 


atyouseeand know how it all works. You may also be asking 
yourself, if there is a desktop 
versionandthereisaserverversion,thenwhyistheserverversion 
sobarebones? 








Look what's coming! 


Howcomeitdoesnothaveanygraphicaluserinterfaceatall,liketh 
eMicrosoft WindowsServeroperatingsystem? 


The reason the server version is so barebones is that in all 
things computer, whether you are dealing with Windows, 
Mac OS, or Linux, every feature or 
functionisalsoanattackvectorforahacker.Everyadditionalfeatu 
reorfunction 
thatyouputintoacomputerisapotentialweaknessthatahackerc 
anexploitor manipulate. 


LikewiththeMacoperatingsystem:althoughtheMacoperatings 
ystemisfairly 
secure,hackershavelearnedhowtohackintotheAdobeFlashapp 
letthattheMac 
operatingsystemisusing,andthentakeoverthecomputerthatw 
ay.Eventhough 


theMacoperatingsystemisabrick,theAdobeFlashfeatureofitha 
snowbecome a security vulnerability, and hackers can take 
over a lovely Mac computer using theFlashsoftware. 


Now, with Linux servers, since these are servers that are 
going to be major web servers, database servers, or 
virtualization servers, you want the server to be as secure as 
possible. One of the ways that you make the server secure, 
is by not 
givinghackerstheopportunitytohackanything.Thelessfunctio 
nalityorfeatures your server has, the less opportunity there 
is for hackers to compromise your system. 


Withthatoutoftheway,letusproceedwiththeinstallation: 
Download - The first thing that we need to do is get the 
Ubuntu Linux server operating system. All you need to do in 
order to get the Ubuntu Linux server edition is you go to 
http://www.ubuntu.com/. Look below to see how the home 
pageoftheUbuntuwebsitelookslike: 


Now with Ubuntu, they are creating numerous versions of 
Ubuntu to do many 
differentthings.ThereisadesktopversionofUbuntu,thereisanet 
bookversion, 
thereisaversionforCloud,andthereisevenaversionforthePhone 
orTablet. 


Now,sincewearelookingfortheserverversionofUbuntu,weareg 
oingtogoand 
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Download Ubuntu Server 


Ubuntu Server 14.04.4 LTS 


Ubuntu Server 15.10 


How you can use Ubuntu Server 


findthelinkatthetopthatsays“Server.”Goaheadandclickon“Ser 
ver.” 


After clicking on “Server,” you will be presented with the 
screen above. You will also see an orange rectangular button 
near the middle of the page that says, 


“DownloadUbuntuServer.”Goaheadandclickthat. 


After you click on “Download Ubuntu Server,” you will see 
two versions of the 
serverversionofUbuntu:theUbuntuServer14.04.4LTSandtheU 
buntuServer 
15.10.Thedifferencebetweenthetwoisthatthe14.04.4LTSversi 
onisthemost 
stablereleaseofUbuntuserver.IthasLongTermSupport,whichisi 
mportantif 
youareputtingthisversiononanenterpriseserverandwanttohav 
ehelpifevera problemariseswiththeoperatingsystem. 


Ontheotherhand,the15.10versionisthemostuptodateversion, 
anditiswhere most of the newest features are implemented. 
However, having the newest features does not mean that it 
is stable. There are still minor quirks within this 
versionthatthedevelopersareworkingtosortout,andsupportfor 
thisversionis onlyuptoninemonths. 


If you are installing Ubuntu server for your business and you 
need to have the most stable version out there, you should 
get the Ubuntu Server 14.04.4 LTS 


version.Ifyouwanttoplayaroundwiththenewfeaturesoftheoper 
atingsystem 
andyoudon’tmindthestabilityissuesthatyoumayencounter,yo 
umaygoforthe UbunteServer15.10version. 


Now, afteryouhavechosenwhichversionofUbuntuserveryouwa 
nttoinstall,it will then ask you whether you want the 64-bit 
version, or the 32-bit version. 


Hopefully, if you are trying to figure out how to use Linux, 
you understand the difference between 64-bit and 32-bit. If 
you do not understand the difference between the two, 


basically all you have to know is for the server version, you 
shouldtrytodownloadandinstallthe64-bitversion. 


Ifthe64- 
bitversiondoesnotinstallontothecomputeryouaretryingtoinst 
allit on,thendownloadthe32- 
bitversionoftheoperatingsystem.Onceyoupickthe 
onethatyouwanttogowith,clickthedownloadbuttonandthenit 
willstartthe download process. Keep in mind that the file size 
is around 600 MB, so it may 
takeawhiledependingonhowfastyourInternetspeedis. 


With this, what is going to happen is the Ubuntu ISO file is 
going to be 
downloadedtoyourcomputer.!Inordertoinstalltheoperatingsyst 
em,youneed 
totakethatISOfileandburnittoaCDortoaDVD,andthenyouputth 
atinto your computer. Make sure that you boot off of the CD 
or DVD. By default, the computer is set to boot directly to 
the hard drive of the computer where the 
originaloperatingsystemisinstalled. 


IfyouwanttoinstallUbuntuinyourcomputer,makesureitbootso 
ffoftheCDor 

DV DfirstandnottheHDDorharddrive.Therearemanywaysonho 
wtodothis. 


However, the most common is by pressing the “DELETE” or 
“FL” key on your 
keyboardtogetintotheBlOSsettingsofyourmotherboard,andfro 
mthereyou can set where you want to boot the computer 
from. Different motherboard manufacturers have different 
ways to get to the BIOS settings, so make sure to 
consulttheuser’smanualofyourmotherboardonhowtodothis. 


Installation - Once you boot off of the CD or DVD, it will now 
ask you what languageyouwanttoinstallUbuntuLinuxin. 


faharic 
Arabic 
Asturianu 
benapycKaa 
Bavrapery 
Bengall 
Bosanski 
Catala 
Destine 
Cymraeg 
Danst 
Deutsch 
Dzongkha 
EAANWING 
Esperanto 
Espenal 
Eesti 


Cuskare 





Geellge Neder Lands 


Galego Norsk bokmal 
Guijersti 
nT 
Hinds 
Hrvatsx! 


Norsk nunors? 
Punjabi 
Polski 
Portugues do Sre 


Portugues 


Magyar 
Bahasa Indonesia Romand 
Italiano Fycckm™ 


B+ 


duke oe 


Samegiiill 


}asar 
thmer 
0 
Kurd. 
Lietuviskal 
Latviski 
WaregoncKv 
Malayalam 
Marathi 
Nepal, 





aur mans 


Atthispoint,justchoosewhateverlanguagethatappliestoyouan 
dpressENTER. 


AfterpressingENTER, itwillnowshowyouthevariousoptionsforin 
stallation. 


Thevariousoptionsforinstallationinclude,InstallUbuntuServer, 
InstallUbuntu 

EnterpriseCloud,Checkdiscfordefects, extmemory,Bootfromh 
arddisk,and Rescue a broken system. What we are going to 
do is simply install the Ubuntu 
Server.Goaheadandhighlightthatoptionusingthearrowkeyson 
yourkeyboard andpressENTER. 


AfteryoupresstheENTERKeyonyourkeyboard,theinstallationpr 
ocesswillask you to choose the language for the installation 
process itself. Note that the 
languagethatwewereaskedtochoosepriorwasforthelanguageo 
ftheoperating systemitselfonceitisfinishedinstalling. 


x 


<Tab> moves: <Space> selects; <Entem> activates buttons 





<Tab> moves; <Spoce> selects; <Enter> activates buttons 


Goaheadandchoosethelanguagethatappliestoyouusingthearr 
owkeys,and then press ENTER. After that, the installation will 
now ask you to choose the 
country,territory,orareayouareinrightnow. 


Again,usingyourarrowkeyschoosethecountry,territoryorareat 
hatappliesto 
youandpressENTER.Next,itwillaskyouifyouwanttheinstallatio 
ntodetect your keyboard layout. This is a necessary step 
since, as you know, Linux is an 
internationaloperatingsystem.Therearecountriesthatutilizeat 
otallydifferent keyboardlayouttotypetext. 








Choose the “Yes” option if you are using something like a 
Japanese, Chinese, or 
someotherAsiankeyboardlayout.Otherwise,choose“No.” After 
youhavemade your choice and pressed ENTER, the 
installation will then ask you the origin of yourkeyboard. 


Go ahead and choose the option that applies to you and 
press ENTER. Now, depending on your chosen keyboard 
origin, the installation will then ask you to choose which 
specific keyboard layout that applies to your keyboard. If 
your 
keyboardoriginatedfromUSAforexample,theUSAkeyboardhas 
manydifferent layoutsliketheonebelow: 


[}}) Utuntu installer gain gecu 


There ls more than one possible keuboard loyout with the origin uau 
ei as Please select the layout metching the teyboard for this 
machine, 


Keyboard layout : 


USA.- Alternative internations! (former us_inti) 


J 
-C Lee 
USA - Classic Dvorak 
USA.— folemak 
USA - Dvorak 
USS - Dvorak internat ions! 
USA - Group teggle on sultiply/divide tey 

- International (AltGr deed keys) 

~ International (with dead keus) 

~ Left handed Dvorak 

- Macintash 

~ Programmer Dvorak 

~ Right handed Ovorak 

~ Russian phonetic . 


<Go Gack> 


[1] Cont igure the network 


Please enter the hostname for this sustem, 


The hostname is 3 Single word that identifies uour system to the 
network, If you dan't Know what your hastname should be, consult your 
network administrator. If you are setting up your own home network, 
you can make something up here. 


Hostname: 


<Cont inue> 





Goaheadandchoosetheonethatappliestoyourkeyboardusingt 
hearrowkeys 
andthenpressENTER.AfteryoupressENTER, youwillseethatthei 
nstallation 


willruntheconfigurationthatyouhavejustchosen.Oncethatisdo 
ne,itwillnow startwiththenetworkconfigurationprocess. 


As you can see in the illustration above, it is now asking you 
to enter the host 
nameforyourparticularsystem.Basically,thisisjustthecompute 
rname.Inthe Windows operating system, we normally 
distinguish each computer by their 
computernames.|nLinux,theequivalentofthecomputernameis 
thehostname. 


So,goaheadandjustenterthecomputernamethatyouliketoputa 
ndthenpress ENTER. 


After you press ENTER, it will now start configuring the 
system clock by first askingyoutochooseyourtimezone. 








After you have selected your time zone, press ENTER. Once 
you do that, the 
installationwillonceagainimplementtheoptionsthatyouhavec 
hosen.Oncethat 
isfinished,theinstallationwillhowaskyouhowyouwantyourhard 
drivetobe setuppriortotheLinuxinstallation. 


Rightnow,donotusetheoptionthatsays,“Guided- 
useentirediskandsetup LVM.” We will go over LVM in the 
succeeding chapters. For now, just go ahead and choose the 
option that says, “Guided - use entire disk” and press 
ENTER. 


Afterdoingthat,itwillnowaskyoutoselectthediskpartition. 


11} Partition disks 


Noté thet ah] deta on the disk vou select will be eresed, but not 
before you have confirmed that uou really want to make the changes. 


Select disk te partition: 


(() Partition disks 


if you continue, the changes listed below will be witten to the 
Gisks, Otherwise, you will be able to make further changes manugity. 


The partition tables of the following devires are changed: 
SOSI9 (0,0,0) (sda) 


Tht following partitions are going to be formpt ted: 
partition #1 of GCSI9 (0,00) (sda) as extd 
portition wi of SCSIT (),0.0) (sda) ax suap 

Welte the changes to disks? 





Dependingonhowmanyharddrivesyouhaveonyourcomputer,t 
henumberof 
optionsthatwillshowupherewillvary.Justgoaheadandchooseth 
ecorrecthard 
diskwhereyouwanttoinstallLinuxandpressENTER. 


AfterpressingENTER,theinstallationprocesswillnowasyouwhet 
heryouwant towritethechangesthatyou’vemade— 
theoptionsyouchose—tothedisk.Thisis 
Linuxbasicallyaskingyouwhetheryouaresureabouttheoptions 


youchoseprior, and that if everything is as you prefer. If so, 
choose the “Yes” option and press ENTER. 


Ietaliing the tease opstee ; 


Installing core packages... 


[1] Set op users and passwords 


A user account wlll be created for you to use Instead of the root 
account for non-administrative activities. 


Please enter the resi name of this user. This informetion will be 
used for instance as default origin for emails sent by this user ss 


well as aru program which dispisys or uses the user's real name, Your 
full nam is a ressosuble choice. 


Full name for the new user: 


<e Back> 





Asyoucanseeintheillustrationabove,theinstallationwillnowim 
plementallthe 

optionsthatyouhavechosen. Itwillinstallallthecoreessentialfile 
snecessaryfor 
Linuxservertofunctionproperlyonyoursystem.Now,depending 
onwhatkind 
ofcomputerandwhatkindofhardwareyouareputtingthison,this 


caneitherbe 
areallyquickprocessorrelativelyslowprocess.Andthatisthefun 
nythingwith Linux. You could be throwing this thing on 
anything from the most modern computer—a three 
thousand server computer from Dell—to the server that was 
threethousanddollarstwelveyearsago. 


Linux, especially with the server version, will work 
regardless of how old your system specification is. The 
system requirements of Linux are so low that it can run on 
what most people today consider outdated systems. Unlike 
Microsoft Windows where the system requirements are 
somewhat heavy, Linux’s system 
requirementsareextremelylightthatyoucaneveninstallitonaU 
SBthumbdrive 
andrunthewholeoperatingsystemoffofthatonanycomputersys 
tem. 


After Linux is done with installing the core essential files, it 
will now ask you to 
enteryourfullnamefortheLinuxuseraccount. 


Asitsaysonthescreen,yourrealnamewillbeusedasthedefaultori 
ginalname whenever you send emails, for example, as well 
as any programs that show the 


{ft} Set up users and passuords 
Select a username for the new account. Your first name is a 
reasonable choice. The username should start with @ lower-case 
letter, which can be followed by any combination of numbers and more 
lower-case letters. 
Username for your account: 


SS TOT OTE 
(G0 Back> (Cunt inue> 


A g000 password will costain 6 mixture of letters, mumbers aut 
punctuation and should be changed at regular intervals. 


Choose 6 patsuord for the new user: 





user’srealname. Youarenotactuallyrequiredtoputyourfullname 
here.Sofor 
thosewhoarenotcomfortableputtingtheirrealnamesdown,don 
otworry. 


Goaheadandenterwhateverfictitiousnameyouwanttoputdow 
nfortheLinux 
account.Afterthat,theinstallationwillnowaskyoutoenterauser 
nameforthe Linuxaccount. 


JustenteranyusernamethatyouwanttouseandpressENTERagai 
n.Now, itwill 


askyoutoenteraspasswordfortheLinuxuseraccount. 


Enter the password that you want to your user account to 
have. After pressing ENTER, itwillthenaskyoutore- 
verifyyourpassword,sogoaheadandtypeyour 
passwordagainandthenpressENTER. 


Now,takealookatthescreenbelow: 


{t1] Set up users and passwords 


You entered a password that consists of less than eight cheracters, 
ubich is considered too weak. You should choose a stronger password. 


Use weak password? 
“Go Back» 


Yeu may configure your home directory for encryption, such that any 
files stored there remain private even if your computer is stolen. 


The sustem will seamlessly mount uour encrypted home directory each 
time wou login and sutomaticelly unmount etien wou log out of all 
active sessions. 


Encrypt your home directory? 
<G0 Back) 





Ifyoureceiveascreensimilartotheoneabove,thisisLinuxbasicall 
ytellingyou 
thatthepasswordyouhavechosenisweak.ThisishowsecureLinu 
xis.Itwilltell you if you have a weak password, and that you 
have to change it and choose a 
muchhardertoguesspasswordthathackerswillhavedifficultyin 
cracking.Ifyou 
receivethisscreen,justgobackandreplaceyourpasswordwitha 
muchtougher one. 


In the next step, the installation process will ask you 
whether you want to configure your home directory for 
encryption. What encryption means is that it will actually 
encrypt—encode—the files and folders that you put into 
your home 

directory. YourhomedirectoryisbasicallytheDocumentsandSett 
ingsfolderin 
MicrosoftWindows.I|Itiswheremostofyouressentialfilesandsetti 
ngsarestored. 


Most of you might think that enabling encryption right off 
the bat is good. 


However, theissueisthatsinceyouarebrandnewtousingLinux, iti 
ssuggested 
thatyoudonotencryptyourhomedirectory.Otherwise,ifyouencr 
yptyourhome 
directoryandthenyourLinuxcomputercrashes,youwillmostlike 
lyloseallyour 
data.lfyoudonotencryptyourdirectoryandyouaccidentallydos 
omethingyou are not supposed to do and crash your system, 
then you can pull the hard drive 
outandyoucanrecoveryourdataprettyeasily. 


Ifyouencryptthatdirectory,itisgoingtobeencoded.WhenyourLi 
nuxoperating 


‘) Qunt igure the oeckage manager 


Tf you need 16 Use S-HTTP proxy to access the outside world, enter 
the proxy information here. Otherwise, leave this olenk, 


The prexy information should be civ: in the standard form of 
"pttps// [fuser] [spass] @ihost {:port) /’ 


HTTP proxy information! (biank for none)+ 


f}) S#iect and Install softuare 


fOpiuirg updates on a frequent besis is an isportent part of keeping 
wour subtem secure 


Sy default, updates need to be applied mrusily cing cactege 

ement toaic. Alternstively, gow can cheote to have this systen 
automatically downioed and install security undetes. or you can 
choose to © this system over the web a: part of a grow of 
eystems using itel’s Landscape service. 


Mow do you want fo manage upgrades on this syster? 


— oncur ity updates sutomat = aie 


Manege uyites with Landscace 





systemdies, yourdatagoeswithit.Why? 
Becausethesystemisgoingtoassume that your system has 
been compromised by a hacker and it will prevent the 
hackersfromgainingaccesstoyourfilesbydestroyingit.Sorightn 
ow,sinceyou 
arestillbeginningtolearnhowtouseLinux,itisrecommendedtha 
tyoudonot encryptyourhomedirectory. 


Onceyouknowwhatyouaredoing,youcanencryptit.Rightnow,d 
on’t. 


Inthenextstep,theinstallationwillaskyoutoconfigureyourproxy 
serverifyou 
areusingone.Sinceyouarestillabeginneryouaremostprobablyn 
otusingany proxy server so just leave this option blank, 
choose continue and then press ENTER. 


Okay.Nowtheinstallationisnowgoingtoaskhowfrequentlyyouw 
antupdatesto 
happenonyourLinuxsystem.jJustlikeMicrosoftWindows,Linuxn 
eedsupdates too. 


Basically, the installation is asking you if you want 
automatic updates to be installed. Again, since you are new 
at this, it is recommended that you do not install automatic 
updates. As what we have mentioned before, Linux is 
already stable and extremely secure. If you go in every 
couple of months and do the 


th} Softuare selection 


AY the moment, only the core of the system is instalied, Te tune the 
system to to install ove or eore of tte 
tue. 


your > 
following predefined collections of sof 


Choose software to install: 





updates manually, you will be fine. Doing the updates 
manually allows you to know what particular features or 
patches are added to your system for better control. 


Because remember the automatic updates, if they install 
and there is a problem with one, then your web server that 
was just working fine the other day is now 
crashing.Soatthispoint,donotinstallautomaticupdates. 


Next, youwillbepresentedwithaSoftwareselectionscreen. 


Within this process, it is actually asking you what kind of 
server you want your system to be. Do you want it to bea 
DNS server? Do you want it to be a LAMP 


server? Doyouwantittobeamailserver? 


Rightnowwearenotgoingtodoanything,partlysincewewillbedi 
scussinghow 
todothisinanotherchapter.|Ifforexampleyouknowwhatyouared 
oingandyou 
wanttomakeyourserverawebserver,goaheadandhighlightthe 
LAMPserver, 
hitthespacebaronyourkeyboardtoselectit,andthenpressENTE 
R. 


LAMPbasicallymeanswebserver.LAMPisanacronymforLinuxAp 
acheMySQL 


PHPserver.Whenyouselectthisoption,thismeansitwillautomati 
callyinstallall 
thecomponentsyouneedforthatApachewebserver.Becauselik 
ewhatwehave mentioned before, in the Linux world, they do 
not want you to install anything thatyouarenotgoingtouse. 


In the Windows world, when you install their operating 
system, they throw in everything including the kitchen sink, 
your neighbor’s kitchen sink, and your grandma’s kitchen 
sink. They just throw everything in when you install the 
operatingsystem. Thegoodpartis,isthatitistheresoyoudonotha 
vetoinstalla lot of stuff later on. The bad part is again, as we 


have mentioned before, every single component that gets 
installed onto a computer is a potential security 
vulnerability. In the Linux world, they are much more worried 
about security so 
theydonotinstallanythingunlessyouwantittobeinstalled. 


GoingbacktoourSoftwareselectionscreen,unselectanythingify 
ouhaveselected 
aparticularoption.MakesurenothingisselectedandthenpressE 
NTER.Thisis 


safe to instsll the Gr os 
Sout pacers at Gan tintt tad wive 


Warning: Tf the vpn felled to detect srother operating system 
that is present cn your computer, modifying the master boot record 
silt make thet operat ten Seapine unbeotsbie, though GRUB 


ing ays 
Te be manus fig configured tater to boot i 
Install the GRUB boot losder to the master boot record? 


<Bo Bact» | a 





justgoingtobeabarebonesserver. 
Next, youwillbepresentedwithaGrub-PCconfigurationscreen. 


This is also called a Grub boot loader. Many people like using 
Linux, they may adore Linux, and they may even think that 
the entire world should run Linux. 


However, these people are also realists. They also know that 
they need to use 
MicrosoftWindowsonceinawhile.So,whattheydidwastheycreat 
eddualboot computers. 


DualbootmeansyoucanbooteitherintoWindows,oryoucanboot 
intoLinux. 


Youcansubdivideyourcomputer—yourcomputerharddisk— 
toaccommodatel10 


different operating systems if you want. And when you boot 
your computer, you 
canselectbetweenthoseoperatingsystems. 


What the Grub configuration screen is asking now is whether 
you want to doa 
dualbootonthisparticularmachine.Dualbootingisbasicallyout 
ofthescopeof 
thisbooksinceitinvolvesaplethoraofoperatingsystems,notjust 
Linux.Soifyou 
wanttoknowmoreaboutthespecificsofDualbooting, therearem 
anyresources online that can help you with that. But for 
now, just go with the default option, 
whichis“Yes,”andpressENTER. 


Oncethatisdone,youwillnowgetascreenthatsaysthattheinstall 
ationisnow finished. 


(11) Finish the instatiation 


Instalietion complete 
Installation is complete, so it ls time to Boot inte your ey — 
Heke sure to byt the insteiletion medie (CD-R tloppies 


that you beat the new systen rather than restarting ae 
ingteliation, 


Bo Bate Locont inui23] 








Onceyougetthescreenabove,readtheinstructionscarefullyand 
pressENTERto boot into your newly installed Linux server 
operating system. After you press ENTER, your computer will 
restart basically and then you will get the screen below: 


As you Can see, you only have a blinking cursor that is 
asking you to enter the login credentials for the server. Just 
go ahead and enter the username and 
passwordthatyoumadeduringtheinstallationandpressENTER. 





As soon as you enter your login credentials successfully, it 
will give you a brief 
welcomingtextonyourscreen.YouarenowloggedintoLinuxserv 
eritself.Sothat 
istheUbuntuserver.So,aswehavetalkedaboutbefore,peoplewh 
oinstallLinux 
serverwillgetstuckiftheydonotknowthespecificcommandston 
avigatearound 
thecommandpromptofLinux.Thereisnographicaluserinterface 
—nothing.All 
yougetissomethingthatlookslikeaDOS/Terminalscreen. 








Look what's com ng! 








Ubuntu for desktops 


Chapter3:InstallingLinuxDesktopVersi 
on 


Now we will talk about how to install the desktop version of 
the Ubuntu 
distributionofLinux.Whenyouinstallthisversion,attheendofit,y 
ouwillgeta nicegraphicaluserinterface— 
youwillbeabletoseefilesandfoldericonsthatyou 
canclickandusetonavigatearoundtheLinuxoperatingsystem. It 
willalsohave basic applications like web browsers to navigate 
websites online, and word 
processingapplicationssuchasOpenOfficeforwhenyouneedtot 
ypedocuments, etc. Again, installation is a pretty simple 
procedure; you just click a few buttons andyouaregoodtogo. 


Downloaa- 
Justlikewiththeserverversion,gotohttp://www.ubuntu.com/and 
downloadthedesktopversionofUbuntuLinux. 


Clicktheoptionontopthatsays“Desktop”toproceedtothepagew 
hereyoucan downloadthedesktopversionofUbuntu. 


Onceyouarethere,goaheadandclickontheorangebuttonthatsa 
ys“Download Ubuntu.” After you click that, you will be 
presented with two versions of the 
desktopversionofUbuntuLinux:Ubuntul14.04.4LTSandUbuntu 
15.10. 


We have already explained the difference between the two 
versions in the last 


Download Ubuntu Desktop 


f 14.04.4 LTS 


chapter,sogoaheadandchoosetheversionthatyouwanttoworkw 
ith.Also,if you notice on the right hand side, it will ask you to 
choose your flavor of that 
particularversion.Thisisthemaskingyouwhetheryouwantto32- 
bitorthe64-bit version of the Ubuntu Linux desktop. Just 
choose the version that applies to 
yoursystemandthenclick“Download.” 


GoaheadandwaituntillSOfiledownloadisfinished.Oncethat’sdo 
ne,burnthat 

ISOfiletoaCDorDVD, putthatintothesystemwhereyouwanttoins 
tallLinux, 
andthenbootoffofit.Nowwe'’llproceedwiththeinstallationproces 
S. 


The interesting part that you will probably notice during the 
desktop version’s 
installationisthatitwillgiveyoutwooptions:tryUbuntuorinstallU 
buntu.The 
curiousthingaboutLinuxisthattheyhavethingscalledLiveCDs. 
WhataLiveCD 


meansisthattheentireoperatingsystemisinstalledandcanberun 
offoftheCD. 


When you are dealing with Windows, Mac OS, or even Linux 
server, you always have to install the operating system for it 
to work on the computer. With a Live 
CD,youcanactuallybootstraightoffoftheCDanduseallofthefunc 
tionalityof 
theoperatingsystemwithoutinstallingit.Youcansurftheweb,ma 
nagefiles,edit 
text,etc.byjustrunningtheentireoperatingsystemfromtheCDits 
elf. 


In addition, if you have a Windows computer, you can put in 
a Linux Live CD, boot from it, and do whatever you want to 
do with it without affecting the 
computeratall.ThisisagreatwayforausertotestaparticularLinux 
distribution 
firstwithoutgoingthroughthelengthyinstallationprocess. 


So,goingbacktoourinstallationprocess,justgoaheadandclickin 
stallUbuntu fornow. 


6@ install 


Engiish » Welcome 


fu Can try Ubuntu 10.04 CTS from this CD withx 


Esneranto making any changes to your systery 





Where are you? 

Select your location, so that the system can use aporopriate display conventions 
for your country, fetch updates from sites close to you, and set the clock to the 
correct local time. 





Région: United States id Time Zone: | United States (New York) a 
step2087 aca Bah, Foxwar., 
>@ insta 
Keyboard layout 
Which layout is most similar to your keyboard? 
@ Suggested option: US4 
Guess keymap: 
Choose your own: 
USA 
| 
USA 


You Can type into this box to test your new keyboard layout. 


Next, youwillbeaskedtochooseyourregionandtimezone.Goahe 


adandchoose 
theregionandtimezonethatappliestoyouandclick“Forward.” 


Again, just like in the server edition, the installation will now 


ask you to choose 
yourkeyboardlayout.Goaheadandchoosetheonethatappliesto 


youandclick 


“Forward.” 


Next, the installation will ask you to prepare the disk space in 
your hard drive prior to installation. If you want to use your 
entire disk for Ubuntu alone, go 


Prepare disk space 


Tits computer has no operating systems on i 


Where do you wart to put Ubuntu 10,04 (7S? 


@ Erase and use the entire disk 





Speafy partitions manually (advanced) 





®@ Ubuntwy 10.04 0s 


Who are you? 


Wisst is your name? 
| 


What name do you want fo use to log in? 


if more har One person will use Us Comenter, yoo Can set up rmultigte accourts after 
inwtatabor 


Choose & password to keep your account safe 


What is the name of this computer? 


Ths name wil be uted & you make . 3 visinie to others on a Getwork 


aheadandchoosetheoptionthatsays,“Eraseandusetheentiredis 
k.” However,if you have another operating system on your 
hard drive and you want to install 
Linuxinsideadifferentdiskpartition, thenchoosetheoptionthats 
ays,"Specify partitionsmanually.” 


Specifyingpartitionsmanuallyinvolvestellingtheinstallationpr 
ocesshowmuch 
diskspaceyouwanttoallocatefortheLinuxinstallation.Fornow,si 
nceyouare 
stillabeginner,letusassumethatyouarejustinstallingLinuxalon 
einyourhard 
drive,andthatyouarenotgoingtodoanypartitioning.Sogoahead 
andchoose, 


“Eraseandusetheentiredisk”andpressforward. 


Afteryoupress“Forward,’”theinstallationwillaskyouwhatyourna 
meis,what name you want to use to log in, the password that 
you want to put for the user 
account,andthenameyouwanttogivetheLinuxcomputer. 


Also,ifyouscrolldownalittlebit, youwillseethattheinstallationisa 
Skingyou 
whetheryouwanttologintothecomputerautomaticallyonceitbo 
otsup,require a password during login, and require a 
password during login and decrypt your home folder. The 
latter option only applies if you installed Linux with the 
encryptionfeatureenabled. 


Goaheadandentertheinformationneededandthenpress“Forwar 
d.”Next,the 


on Meustei 


Ready to install 


vour new aperating system will now be installed with the following settings 


you continue, the cha ted below will be wntten to th 
Otherwise, you | be 2 ake her changes manual 

ho t 1 ying dé | 
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he j Partitions be 
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Ubuntu is designed te be easy. Fee! free to explore! 





installationprocesswillshowyoutheallthesettingsandoptionsyo 
uhavechosen so far and what it is about to do. If everything 
looks okay, go ahead and press 


“Install.” 


Onceyouclickinstall,theinstallationwillnowproceedandyouwill 
seeawindow 
thathasaprogressbaratthebottom.Atthispoint,justexercisepati 
enceandwait untiltheprogressbarreaches100%. 


Once the progress bar reaches 100%, it will tell you that the 
installation is 
completeandthatyouneedtorestartyourcomputertofinalizeand 
usethenew installation.Goaheadandclick“RestartNow.” 


installation Complete 





Installation is complete. You need to restart 
the computer in order to use the new 
installation, 





Again,theactualtimethatitwilltakefortheprocesstofinishwillde 
pendonyour hardware. Do realize you should look at the 
hardware requirements for the desktop version of the Ubuntu 
Linux operating system. Remember, the server 
versionisextremelystrippeddown.Thereisalmostnothingtoitrea 


lly. 


The desktop version has all these fancy graphics and user 
interfaces, as you can 
evidentlyseeevenfromtheinstallationitself.Wheretheinstallatio 
noftheserver 
versionbasicallyistextbased,theinstallationforthedesktopversi 
onactuallyhas graphical user interface windows and option 
buttons that you can actually click on. 


Allofthesefancygraphicalnicetiesactuallydoesrequireprettyde 
centhardware. 


It is therefore recommended that if you are going to use the 
desktop version of 
UbuntuLinux,yourcomputershouldbeatleastfiveyearsoryoung 
erwithatleast 
1LGigabyteofRAM.Ifyouhaveanylessthanthat,itmaynothavethe 
resourcesit requirestorun. 


Butinthegranderscopeofthings,thedesktopversionofLinuxstill 
hasamuch 
lightersystemrequirementcomparedtoMicrosoftWindowsorMa 
cOS. 


After the restart sequence of your computer is done and you 
finish logging into Linux using the credentials that you 
entered during installation, you will now 
reachthedesktopofUbuntuLinux. 
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Just like what we have mentioned prior, you now have 
something that vaguely looks like Microsoft Windows or the 
Mac OS operating system. As you can see 

rightoffthebat, youhaveyourapplicationsonthelefthandsidesuc 
hasFirefox 
forwebbrowsing,OpenOfficeSuiteforwordprocessingtasks, your 
homefolder, Linuxsettings,Amazon,andmuch,muchmore. 


So,thatistheUbuntuLinuxdesktopversion. 


Chapter4:BasicLinuxTasks/Commands In this chapter, 
we are going to go over the basic tasks that you can perform 
in Linux. We are going to show you how to install 
applications, how to update 
applications,howtolookattheLinuxtaskmanagerandeventermi 
nateprocesses 

ifnecessary, howtostartservices,andawholelotmore.Theseareth 
ebasictasks 
thatyouwillneedtounderstandinordertodoanythingelseinLinux 


Everything that will be shown here will be on the Ubuntu 
Linux server version. 


Thisisnotthedesktopversion.YouaregoingtobelookingattheLUl, 
ortheline 

userinterface. Youwillbetypingincommandsonthekeyboardinst 
eadofclicking abunchofoptionsinagraphicaluserinterface. 


Whilethismayseemalittledauntingandtedious,keepinmindthat 
inLinux,all types of serious administration have to be done at 
the command line. This is an 
operatingsystemdevelopedbyprogrammersforprogrammerspr 
imarilyafterall. 


EvenifyouareusingthedesktopversionofUbuntuLinux,itdoesno 
tgiveyouthe 
fullpoweroftheoperatingsystemunlessyouusetheterminalorco 
mmandlineto 
executecertaintasks.Alotoftimes,evenifyouareusingadesktopv 
ersion,you still have to open up a terminal screen and type 
out all the commands that you 
needtotypeouttoadministerthesystem. 


Sudo 


The first command that we need to talk about before you 
start doing any of the 
othercommandsis“sudo.”Sudobasicallymeans“superuserdo.”| 
ntheprevious chapters, we discussed how different 
distributions do things slightly differently, 
andthateverysingledistributionofLinuxhasitsownquirks;itsow 
nlittlewaysof 
doingthingsdependingonwhatthecreatorsareworriedabout. 


One of the things that the creators of Ubuntu Linux were 
worried about was 
security.Aswhatwetalkedaboutbefore,ineveryLinuxcomputer,t 
hereisauser called Root. Root is the highest level user on the 
computer. It is kind of like the 
administratorinaMicrosoftWindowscomputer. 


JustlikeonaWindowscomputer,ifsomebodyloggedinastheadmi 
nistrator,or 
somebodyloggedinasrootonLinux,theycandoabsolutelyanythi 
ngtheywantto that computer. They can install viruses, 
malware, or spyware, or basically just 
causealotofhavoc.Hackers,usingspecialprogramsandscripts,c 
analsotryto loginas Root andcausealltheseproblems. 


Toalleviatethepossibilityofahackerobtaining root 
access,theUbuntucreators decided they never want anybody 
to login straight as Root. So in Ubuntu Linux, 
youcannotloginastheuser Root. 


Now,herecomestheproblem.SinceyoucannotloginasRoot,howd 
oyoudoall these administrative tasks then? How do you 
execute administrative processes? 


Whattheyhaveisthisprogramcalled 
sudo.|tisbasicallyacommandprefixthat tells the operating 
system that you want to run a particular process as the super 
useror root. 


Sudo temporarily gives a user administrative access—root 
access—to execute an essential command in Linux. In the 
Windows operating system, sudo is the equivalent of the 
“Run as Administrator” option each time you want to run a 
programwithadministrativerightsinWindows. 


ManPages 


The next thing we need to talk about are “man” pages. Man 
pages stand for 
manualpages.Whatyouhavetorememberwithmanpagesisthati 
fyoudonot understand how a command is supposed to work 
or what command you are supposed to run, the man pages is 
where you look up information about any command. 


Let us say for example that you want to look up information 
about the ping command. What you do is you type in man 
followed by the command that you 
wanttofigureout.Lookatthesyntaxofthisbelow: $manping 


What this will do in Linux is it will open up a page that will 
describe to you the 
pingcommandandeverythingthatyouneedtoknowaboutthepin 
gcommand.So 
ifyouaretryingtofigureouthowaparticularcommandworks,allyo 
uneeddois typein 
man,aspace,andthenthenameofthecommanad,thatwillthenope 
nupa 
manualpageforyouwhereyouwillbeabletoreadaboutwhateveri 
tisyouwant toknowaboutthatparticularcommand. 


Nowadays,intheageofthelnternet,doingasimpleGooglesearchi 
sawholelot easierthantryingtodoitwiththe man 
page.However,ifInternetaccessisdown, 
itisgoodtohavethemanpageshandy. 


InWindows,themanpagesisbasicallytheold“questionmark”co 
mmandwhere 
itshowsyouthe“Help” pages. TheonlydownsideabouttheManpa 
gesinLinuxis 
thatitdoesnotexplainalotofthingstoyou.Itdoesnotmakethingsn 
ecessarily straightforward. 


Sowhenyougotothemanpagesandlookupthepingcommand,yo 
uaregoingto get this whole page of text that is going to tell 
you about the ping command. 


However, once you are there, you are not going to know how 
to get out of that page.Itisnotuser- 
friendlyandstraightforward.Youcanhitthe Escape key, but 
thatisnotgoingtodoanything.Youcantrytohit Enter or 
Backspace, but they arenotgoingtodoanything,either. 


Inordertoexitoutofthemanpages,youneedtotypeintheletter“Q” 
forquit. 


Whenyoutypetheletter“Q,”youwilldropoutofthemanpages.Sou 
nlessyou press every key in your keyboard and experiment, 
you will not find out that the 
commandtoexitoutofthemanpageisbytypingtheletter“Q.”Asyo 
ucansee, thisiscounter- 
intuitivesincemostpeopleareusedtopressingthe Escape keyin 
Windowstoexitoutofanything. 


So now, let us say you want to know what the ping command 
is all about. Go aheadandtypethecommandbelow: 


$manping 


After you type that in and press ENTER, you will see the man 
page for the ping commandjustliketheonebelow: 


SYNOPSIS 
ping (-LRUDfnqgruVanB 


| (-" Q 


apt-get sqdyf nub o- 
t 


DESCRIPTION 
apt-get 
idered 


synaptic } 





Looking at the man page for the ping command, you will see 
the command 
description,andalsothevariousoptionsassociatedwiththepingc 
ommand.The options are basically ping command suffixes 
which further augment what the 
basicpingcommandcando.Oneexampleofthisistypingthesuffix 
“- f’afterthe 
pingcommandtocontinuouslypingaparticularhost. 


Now, let us say you want to know what the apt-get command 
is all about. Go aheadandtypethecommandbelow: 


$manapt-get 


OnceyoutypethatinandpressENTER,youwillgetthe man 
pageforthe apt-get commandliketheonebelow: 


And now, this man page for the apt-get command will tell 
you everything you needtoknowaboutthe apt-get 
command.Likewhatwehavementionedearlier, some of the 
man pages for these commands are about as long as a whole 
book. 


Remember, ifyouwanttogetoutofthe man 
pageforanyreasonatall,justpress Q onyourkeyboardtoexit. 


Tasksel 


Thenextcommandthatwearegoingtotalkaboutis tasksel. 
Thisstandsfor“task select.” Now, Ubuntu is trying to become 
the premier provider of Linux distributions. They have really 
done a lot of work to improve Ubuntu Linux and 
theyknowhowtomakethingsasuser- 
friendlyaspossible.Withthatinmind,one 
ofthethingstheycameupwithwasthisprogramcalled taskse/ 
ortaskselect. 


When you are trying to set up an Apache web server, an 
email server, or a virtualization server, for example, note that 
each of these servers requires a 
numberofdifferentprogramsinorderforittowork.Soifyouaretryin 
gtosetup 

awebserver, youneedtoinstallApache,youneedtoinstallmySQL, 
youneedto 
installPHP,andyouneedtoinstalltheconnecterssothattheycana 
ctuallywork together. 


TheUbuntucreatorsthenfiguredthatifyouneedtoinstallthosethi 
ngs,theycan 


createascriptthatwouldjustinstallallthosethingsforyou.Sowhat 
willhappen is, if you know exactly what you want your server 
to do and you are really not 
worriedaboutmakingitreallycustomized,youcanrunthe taskse/ 
commandand choosewhichpre- 
packagedservertypeyouwantyourservertobe. 


The creators of Ubuntu came up with around ten to twenty 
different server 
installationpackagesthatyoucouldchoosefrom.Andwhathappe 
nsisifyourun the taskse/ command, you will get a DOS screen 
where all of these server installation packages are listed. If 
you want to make your server an email server 
forexample,allyouneedtodoisselect Emai/server 
andthenitwillinstallallthe 
necessarysoftwareyouneedforthatparticularservertype. 


This facilitates for a hassle-free installation. It is quick and 
extremely user- 

friendly. YoucanhaveafullApachewebserverrunningin30minute 
sorlesswith thiscommand. 


Themainthingthatyouhavetorememberwiththiscommandistha 
tyouhaveto put sudo 
infrontofthecommand.Youmightbewondering,howcomewedid 
not put sudo whenweexecutedthe man command?Well,the 
man commanddoesnot necessarily pose any security risk 
when executed. It is therefore one of those commandswhere 
sudo isnotnecessary. 


Withthe taskse/ 
command,however,rememberthatweareinstallingapplications 
withthiscommand.Installationrequiresmodifyingcertainfilesint 
heoperating system to accommodate a certain program. If a 
hacker someone manages to get access and execute the 
taskse/ command to install viruses, you will be in having 
realbigproblems. 


The creators of Ubuntu realize this as well. They are worried 
about people installing software that should not be installed 
onto the server. So, if you are trying to install software, or do 
any administrative task, you have to put sudo 
beforethecommandthatyouaretryingtoinitiate.Withthatinmin 
d,toproperly executethe tasksel/ 
command,youhavetotypeinthesyntaxbelow: 


You 
collections of software. 


4 Choose software to install: 
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$sudotasksel 


Once you type in the command above and press ENTER, you 
will get the screen below: 


So now, you are in the taskse/ screen. If you look closely, you 
will see various 
optionsthatyoucanselect.Theseareallthedifferentpackagestha 
tyoucaninstall 
easilyontotheserver.|fyouwantyourservertobeusedincloudcom 
puting, you 
canselectoneofthecloudcomputingoptionsavailable.lIfyouwant 
yourserverto 

beaDNSserver, youcangoaheadandselectDNSserver,andsofort 
h. 


Onceyouhavehighlightedthepackageofyourchoice,yousimply 
hitthespacebar 
onyourkeyboard.Thatwillputanasterisk,andinsomecasesachec 
kmark,on the box on the left and then you can press ENTER. 
When you hit ENTER, what will happen is the server will now 
install all of the software packages that are 
requiredinorderforittowork. 


This process will take a few minutes depending on how fast 
your computer is. 


Oncetheprocessisdone,youwillthenhaveafullyfunctionalserver 


Apt-get 


Nowwearegoingtotalkabouthowyoucaninstallindividualprogra 
ms.Thething 
thatyouhavetorememberwithLinuxisthatthisisanopensourcew 
orld.Mostof the software is free, or you pay for it in weird 
ways like service agreements and 
such.IntheWindowsworld,everythinghastogothroughactivatio 
nprocedures. 


So, whether you are using Quickbooks, Adobe, or Microsoft 
software itself, everybody is worried that somebody is going 
to pirate or steal a product. To prevent their software from 
being pirated, they put in these insane activation 
proceduresthatrequireyoutohavetheCDwiththecorrectCDkey, 
etc.Andthen 
beyondthat,onceitisinstalledwiththerightcode, youthenhaveto 
gooffandhit some activation server so that the creators of the 
software can verify your installation. 


InLinux,theyareabletocreatethingscalledrepositories.Reposito 
riesareplaces 

onthelnternetthatj usthousethousandsuponthousandsofLinux 
programs.So 

insteadofhavingtohaveadiskofsomesort, youcanjustgotothatre 
positoryand installtheapplicationfromthere. 


InWindowsorMacOS, youhavetohaveaCDorDVDofthesoftware. | 
fyoulose that disk, you are screwed. In Linux, all the software, 
or a huge portion of the software is out sitting in these 
repositories. You can just go and grab software 
fromtheserepositoriesaslongasyouhavelnternetconnection.Th 
isistheeasiest waytoinstallsoftwareontheLinuxplatform. 


ThereareotherwaystoinstallapplicationsinLinux,andwewilltalk 
aboutthem 
inthelaterchapters.Butfornow,sincewearestilldiscussingtheba 
sics,wewill justfocusoninstallingfromrepositories. 


So basically, within a Linux computer, there is already a 
configuration file that 
tellsthatLinuxcomputerwheretherepositoriesare.Whenyourru 
nthe apt-get command, this apt-get command will go out to 
the repository and it will get 
whateverprogramitisthatyouwanttogetandinstallitforyou. 


Tocorrectlyexecutean apt-get 
command,justtypeinthesyntaxbelow: $sudoapt- 
getinstall< nameofprogram> 


Let’ssayyouwanttoinstallthe Apache2 
programinyourserver.Simplytypein thecommandbelow: 


$sudoapt-getinstallApache2 


After you type the above command and press ENTER, Linux 
will then go out to therepositorysittingonthelnternet,findthe 
Apache2 program,andtheninstall 
itonyourLinuxcomputer.It’sthateasy. 


Now, let’s say you decide that you do not want Apache2 and 
you want to use a 
differentwebserverinstead.Well,thecommandtheuninstall 
Apache2 is: $sudoapt-getremoveApache2 


Thiswillgoinanduninstall Apache2 
fromyourLinuxcomputer.It’sthatsimple. 


This is how you install and uninstall most of the software that 
you are going to 
needforyourLinuxserver.Onceyougetbetterandyougainmoree 
xperiencein 
usingLinux,youwillstartbuyingproprietarysoftwareintheLinux 
world. 


Youmaybuyspecialbackupsoftware,ormaybeaspecialsecuritys 
oftware.Some 
ofthesetypesofprogramsmaynotbeintherepositories,andyoum 
ayhavetogo through different steps in order to install those 
programs. But for 99% of the 
programsthatanybodyeverinstallsforLinux,this apt-get 
commandwillwork. 


There are thousands and thousands of Linux programs in 
these repositories. 


Figuringoutwhatprogramsyouwanttoinstallcanbealittlebittrick 
y.Ifyoudo not know what are the best programs to have in 
your Linux computer, the best thing to do would be to make 
a Google search about it. You'll find many 
recommendedLinuxprogramsouttherethataregreatforbeginne 
rs. 


As you probably know by now, everybody pokes fun at the 
people behind Microsoft Windows because they always have 
these updates. Every third day of 
theweekoreverymonthyougetatleast1 Oupdatesforyoursystem 
.Manypeople say that these updates are proof that Microsoft 
is crap. However, the reality is every single operating system 
or software needs to get updated once in a while. 


ThesameistruewithLinux. 


So,onceyouinstallallthesoftwarethatyouwantonyourLinuxserv 
erandyou want to update them, all you need to do is use the 
upgrade command. See the syntaxbelow: 


$sudoapt-getupgrade 


What the above command will do is it will see whether the 
program in the repository is newer than the one you have on 
the server. If the version of the 
programthatyouhaveisolderthantheonesintherepository, itwill 
bringdown 
thatinformationanditwillaskyouwhetheryouwanttoupdateyour 
softwareor not.Ifyousay 

Yes, itwillautomaticallyupdateallthesoftwarethatyouhaveon 
yourcomputer. 


Thisisbasicallyallyouhavetounderstandatthispointwithregardt 
oinstalling andmaintainingyoursoftware. 


Services 


Likewhatwehavepreviouslymentioned,Linuxisbestforservers. 
Onceyouturn a Linux server on, they can just go until the 
hardware burns out, literally. Once 
youturnaLinuxsystemon,thereareveryfewtimesyouactuallyne 
edtorebootit. 


When we say very few times, we are talking once a year; and 
that is already overkill. 


However,whenyougoinandchangeyourconfigurationfilesinthe 
softwarethat 
youhaverunningonyourserver,youmayneedtorestartthatindivi 
dualsoftware orthatindividualservice.Letussayyouhave 
Apache2 installedontoyourLinux 
serverandyouchangesomeoftheconfigurationfiles. Thoseconfig 
urationfilesdo notgetloadeduntilyourrestartthe Apache2 
service. 


Although the computer stays on all the time, you do have to 
restart the services 
everyonceinawhilejusttomakesuretheyareup-to- 
date.Whatwearegoingto 
seenowishowtostart,stop,andrestartservices. 


Withthis,youneedtotypeinthesyntaxbelow: 


$sudoetcinit.d/< nameoftheprogramorservice> start 
$sudoetcinit.d/< nameoftheprogramorservice> stop 
$sudoetcinit.d/< nameoftheprogramorservice> restart 
So,let’ssayyouchangedtheconfigurationfilesinthe Apache2 
program in your serverandyouneedtorestartit.Simplytype: 


$sudoetcinit.d/Apache2restart 


This would restart the Apache2 service, which would bring 
online whatever 
configurationchangesthatyouhavemade.Now,let’ssayyouarep 
layingwiththe 

webserver, youaremakingsomechanges,andyoudonotwantany 
bodyfromthe outside world coming in while you do the 
changes. So you want to stop the 
servicesentirely,whichbasicallymakesthewebservergooffline.A 
Ilyoudois: $sudoetcinit.d/Apache2stop 


The above command stops the web service. However, it does 
not stop anything else. This means that while nobody from 
the outside world is able to reach the website that you are 
hosting, you are still able to make changes to the 
configuration files, edit options, modify settings, etc. Only 
the actual web server componentisnotfunctioningatthispoint. 


Let’snowgoaheadandlookathowthislookslikewhenyouactually 
executeitat thecommandpromptofLinux. 
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So right now we’re at the command prompt or terminal of our 
Linux server 
operatingsystem.Inthisexample,letusassumethatyouhave 
Apached2 installed on your system, and that you want to stop 
that service. The first thing that you should do is type in the 
word sudo, put a space after the sudo, then type in 


etcinit.d/Apache2,putaspaceagainafterthat,andthentheword 
stop. 


AssoonasyouhitENTERaftertypingintheaforementionedcomm 
and,youwill getthebelowscreen: 


Asyoucanseeinthescreenabove,Linuxhassuccessfullystoppedt 
heservice.At this point, the domain that this web server is 
hosting is not accessible over the 

Internet. Thewebsiteiscurrentlyoffline. Tostarttheservice,allyou 
needtodois type the same command that we typed when 
stopping the service, with the exceptionoftyping start 
insteadofstopattheend. 
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Whenrestartingaservice— 
startingandstoppingaserviceautomatically—simply 
enterthesamecommand.Theonlyexceptionisinsteadoftyping 
start or stop at theend,youtype 
restart.Again,whatisincrediblynicewiththisinLinuxisthat 
youdonothavetorestarttheentireserver. 


If you restart an entire server, no matter how fast the 
operating system is, it is 
goingtotakeacoupleofminutesbeforeeverythingisonline.|lfyouo 
nlyhaveto 
restarttheservice,everythingwillbebackonlineinseconds. 


Top 


The next thing that we need to talk about is the command 
called top. If you are 
comingfromtheWindowsworld,thinkofthetopcommandasbasic 
allyyourtask 
manager.So,ifyougotheLinuxcommandpromptandtypein 
top,whathappens is you will see how much your memory is 
being used, how much of your CPU is being used, and then 
all of the processes that are currently running on your 
system. 


You will see something called the processor ID or the PID, the 
CPU usage per process, the memory usage per process, how 

long the process has been running, etc. So basically, the top 
command is the task manager of the Linux operating system. 


IntheWindowstaskmanager, ifaprocessisrunningandyouneedt 
oterminate it, you can just do a right-click using your mouse 
and do End process. |In Linux with 
top,ifyouneedtoterminateorkillaparticularprocess, youjustnee 
dtotype inthesyntaxbelow: 


$K< PID> 


Soasyoucanseefromthecommandsyntaxabove,allyouneedtod 
oistypeinthe letter K and the process ID number. So if you see 
process 1578 doing something stupidforexample,youtypein: 


$K1578 


Typingthatcommandinwillkillthatparticularprocess.Alltheproc 
essesinLinux get their own unique process ID number. So if 
one particular process is doing 
somethingthatitisnotsupposedtobedoing,itisextremelyeasyfor 
theuserto identifythatprocessthroughthePIDandterminateit. 


Remember, the kill or terminate command will only work 
within top. If you are notwithinthe top 
taskmanager,thekill/terminatecommandwillnotworkonits 
own. If the particular process that you are trying to terminate 
is something 
importantfortheLinuxservertofunctionproperly ,itwilltellyouth 
attheprocess 
cannotbekilled/terminated.Ifthatisthecase,youmayhavetodoy 
our“oncea year” rebootinordertokilltheprocess. 


So,inordertoseethe top 
taskmanager,allyouneedtodoistypeinthecommand below: 


$sudotop 


Onceyoutypethatin,youwillhavethescreenbelow: 








The illustration above shows how the top task manager looks 
like. If you look closely, you can see what the up time for the 
computer is, the total number of tasks, what the current CPU 
usage is, the memory usage, buffers swap files, etc. 


This basically gives you the same information a task manager 
would in the MicrosoftWindowsoperatingsystem. 


Youcanseerightnow,upatthetop,thereisprocessID148 9andthe 
userisroot. 


Andifyoulooktothefarrightofthat, youwillseethatprocessID148 
Qisactually for the top task manager process. You can also 
see the CPU usage, the memory usage,andthetimethatthe 
top processisupandrunning. 


Now, ifyouneedtounderstandhowtousethe top 
commandbetter,youcantype intheletter“H.” Typingintheletter 
H willshowyouthedifferentcommandsthat youcanusewiththe 
top command. 


What you see after typing His basically the help page for the 
top command. It displaysallthesub- 
commandsthatyoucanusewithinthe top environment.Togo 
backtothemain top environment,justpressanykey. 


Now,let’ssayyouwanttokill/terminateaprocess.Letussayyouwa 
nttokillthe top 
taskmanagerinordertoexitoutofit.Soagain,asyoucanseethepro 
cessID 


for top is1489.First,typein K, 
andthenitwillaskyouwhichPIDtokill. 





Once it asks you which PID to kill, type 1489 and then press 
the ENTER key. It willthenaskyoutore- 
verifythatyouwanttokillprocess 1489. 


Go ahead and press ENTER again to terminate the top task 
manager and bring 
youbacktotheLinuxcommandprompt.It’sthatsimple. 





Chapter5:BasicLinuxNavigation 


NowweneedtotalkaboutbasicfoldernavigationintheLinuxopera 
tingsystem. 


ThisisslightlydifferentfromMicrosoftWindows.However,thefun 
nythingisit 
lookscloseenoughtoWindowsthatwhenthingsdonotworkright, 
peoplehave 
theurgetowanttopickuptheircomputerandthrowitoutthewindo 
W. 


Take the above diagram for example. In Linux, you also have 
the cd command. 


JustlikeinWindows,the cd 
commandstandsforchangedirectory.Ifyouwantto 
gotoadifferentdirectoryorfolder,youtypein cd. 
Ifyouareinafolder,letussay youareinthe var 
folderinourillustration,andyouwanttogotoafolderwithin the 
var folder,whichinthiscaseisthe abc 
folder,allyouneedtodoistypeinthe commandbelow: 


$cdabc 


So,thatis cd, 
aspace,andthenthenameofthefolderthatyouwanttogoto.That 
will drop you in the folder that you are trying to go into. Now, 
the problem is, people in the Windows world are used to 
following the cd command with a forward slash symbol. If we 
were to apply this in our previous command, it will 
lookliketheonebelow: 


$cd/abc 


WhatLinuxdoesinthiscaseisitinterpretstheforwardslashsymbol 
asthe root folder.Linuxwillthinkthatyouwanttochangetothe 
root folder, and then look for the abc folder within the root 
folder. Of course, once Linux executes this 

command ,itwillnotbeabletofindanexisting abc folder since in 
actuality, the abc folder is located in the var folder. That is 
where you have to be extremely careful. 


ThisisonereasonwhyalotofLinuxadministratorsalwaystypeinth 
efullpathto 
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wherever they are trying to go, no matter where they are at. 
If a Linux 
administratoristryingtogoinandchangesomethinginthe abc 
folder,theywill justtypeinthecommandbelow: 


$cdetcvar/abc 


Linuxisfinickyaboutthiswholechangedirectorysyntax.Aswehav 
ementioned 
beforeaswell,capitalizationmattersinLinux.Ifyouaretryingtorea 
chafolder whose name is written in all lowercase, and you 
type the folder in all capital letters, Linux will not be able to 
find it; it will say that the directory cannot be found. 


Allofthisisimportantforyoutounderstand.Itcanbeextremelyfrus 
tratingifyou donotgraspit. 


So, the first thing you want to do when navigating files and 
folders in Linux is make sure that you are in the root 
directory. To do this, you must type the commandbelow: 


$cd/ 


Thatis cd, 

aspace,andthenaforwardslash. Thisisautomaticallybringyouto 
do the root directory if you are not already there. Now the 
next logical thing to do 
wouldbetoseewhatfoldersarewithinthe root 
folderitself.Todothis, youmust typethecommandbelow: 


$lIs 


The /s, or list command will list all the files and folders within 
a particular directory— root, inthiscase. 
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As you can see after typing in the /s command, Linux will 
now show you all the foldersthatarewithininthe root directory. 
You can see lots of folders here like the 

bin,dev, opt,sbin,sys, var, boot, etclib, andsoforth. 


Now,let’ssaywewanttogotoinsidethe etc 
folder.Allyouneedtodoistypein thecommandbelow: 


$cdetc 


Thecommandabovewillautomaticallydropyouinsidethe etc 
folder.lfyoulook beside the blinking cursor of the command 
prompt, it will say /etc$. That is the main indication that you 
are indeed inside the actual folder that you want to go 
into.Ifyoudothe /s command again, it will show you all the 
files within the etc folder. 


Inordertogobacktothe root folder,allyouneedtodoistype: $cd/ 


This will automatically return you to the root directory no 
matter how deep you arewithinthefolders. 


Nowlet’ssayyouwanttogobacktothe etc 
folder.Butthistime,insteadoftyping etc 


inalllowercase,youtypeditinalluppercase. 


$ Is 


initrd. img 
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Llib64 
S cd ET 
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Asyoucansee,Linuxwillnotbeabletofindthedirectorywithanupp 
ercase ETC. 


Why? Because Linux cares about capitalization. Uppercase 
letters are different from lower case letters in the Linux world. 
Basically, that is all there is to it in Linuxbasicnavigation. 


Chapter6:EditingLinuxF ileswithVim 
ThischapterisaboutVimforfileeditingwithinLinux.Whenyouare 
dealingwith 
Linuxsystems,editingconfigurationfilesisanextremelyimporta 
ntthing.Ifyou want a piece of software to do something 
specific, or if you want to customize something, you almost 
always have to open up a little configuration file and 
actuallyeditit.WhetheritisaPHP.inifile,whetheritisapasswordfil 
e,whether 
itisthe.htaccessfile,basicallyalltheconfigurationsinaLinuxsyst 
emareheld within a simple text file that you have to edit in 
order to make the system do differentthings. 


Now, there are a lot of different editors out there that many 
people use to edit configuration files within Linux. We are 
going to be talking about Vim, which is 
oneofthemostpowerfulfileeditorsavailableforLinux. 


Oneofthebigthingsthatyouhavetounderstand(sincemostofyou 
arecoming from the Windows operating system) is that in 
Linux, there are no file 
associations.WhatwemeanbythisisthatinWindows,youalwaysh 


avethefile extension—association—after the filename. For 
example, if you have a Microsoft Word document named 
Notes, you will notice that the file extension that it will have 
is either .doc or .docx. Therefore, its complete filename would 
be either Notes.doc or Notes.docx. 


The file extension is what tells the Windows operating system 
what program to use to open that file. In Linux, there are no 
file associations. This is one of the 
mainreasonswhymostpeopleareafraidofusingLinux;nofileasso 
ciationsatall. 


Basically,allyouhaveisjustafilename.That’sit. 


Now you may be asking, “How do you know if it is a text file 
or any other file 

type?” ThatisactuallytheweirdthingaboutLinux.Theyexpectyo 
u,asthesystem administrator, to know what that file is. So if 
you are going to modify text files, 
understandthattheyarenotgoingtohave .txt file extensions. It 
will just be the 
filename.Youmustunderstandwhatfileitisyouneedtomodifyfirst 
beforeyou useafileeditorsoftwaretoeditthatfile. 


AlltheconfigurationfilesinLinuxhavetobeeditedusingafileedito 
r.lfyoudo 
notunderstandhowtoeditdocumentsortextinLinux,youarenotg 
oingtoget anywhere. 


StartingVim 


Now, we need to talk about how to start Wim, particularly how 
do you open or 
createafilewiththem.Itisprettystraightforward.Thefirstthingth 
atyouwantto do is type the command sudo, followed by a 
space, followed by the word vim, 


followedbyanotherspace,andthenthenameofthefilethatyouwa 
nttoopen. 


$sudovim< filename> 


Noticethattheword vim 
isinalllowercase.Remember:capitalizationisessential 
inLinux,somakesuretotype vim 
inalllowercase.Thesamethingapplieswhen 
typinginthenameofthefilethatyouwanttoopen. 


That is all that you have to do to open a file using Vim. If, for 
example, you are 
tryingtoopenaPHP.inifile,simplytypethecommandbelow: 
$sudovimphp. ini 


Now, if you are trying to create a new file, the “$ sudo vim 

< filename>” syntax 
alsocreatesfiles.Soifyoutypethatcommandinthecommandpro 
mpt,thatwill 
createthefileandopenitatthesametime.Withthatinmind,openi 
ngfilesand creatingfilesusestheexactsamecommand. 


For some of you users with experience in using other versions 
of Linux who are 

alsoreadingthisbook, youmaynoticethatyoucanrunthe vim 
commandwithout sudo. The problem with running vim 
without sudo, at least in the Ubuntu 
distribution,issometimesitwillworkrightandsometimesitwillnot 
.Itisacase-to- 
casebasiswhereinsomeoftheconfigurationfileswillopenandcan 
beedited withoutusing sudo whileotherswillnoteditproperly. 


Andyoucanrunintoproblemswhere,ifyouopenaconfigurationfil 
ewithsimply vim and the filename, you will not be able to 
save the file once you are finished editing it. Why? Because 
you did not open that file as an administrator. This is why it is 


always considered good practice to use sudo whenever you 
are doing criticaltasksinLinux. 


ChangingF tleOwnership 


File ownership is another important thing that we need to 
take note of since we are using Vim to edit configuration 
files. So what do we basically mean by file ownership? 
KeepinmindthatmostofthesoftwarethatyouinstallonyourLinux 
systemcamefromtheirrespectivedevelopers.Inotherwords,the 
ycamefroman 
externalsource.WhenyouinstallthemontoyourLinuxsystem,the 
ownershipof 
allofthefilesofthatsoftwaretechnicallystillfallsonthedeveloper. 


Now, here is the problem: In Linux, you cannot edit any file 
unless you are the owner of that file. For example, when you 
install Apache2, mySQL, or PHP on 
yourLinuxwebserver,allthefilesassociatedwiththatsoftwareiso 
wnedby root 
ofthesourceofthefile.Ifyoutrytogoinandeditsomeofthosefiles,m 
anytimes 
youwillnotbeabletoeditthembecauseyouarenottheowner. 


So,ifyouaregoingtoeditconfigurationfiles,thefirstthingthatyou 
oughttodois 
changetheownershipfromwhoeveritistoyou,justtomakeyourlif 
eeasy. Iodo that, yousimplytypeinthiscommanad: 


$sudochown< username> < filename> 


The username in the above command pertains to the name 
of the user that you wanttochangetothepermissionto. 
Filename, ontheotherhand,pertainstothe 
nameofthefilewhoseownershipyouwanttochange. 


Letussayyourusernameis reader 
andyouwanttochangetheownershipofthe filenamed notes. 
Allyouneedtodoistypethecommandsyntaxbelow: 
$sudochownreadernotes 


Onceyoudothis,youwillnowbecometheownerofthefileandthus 
willhavethe abilityorpermissiontoeditit. 


EditingandNavigating 


Nowthatyouknowhowtoopenafileusing Vim, 
thenextthingthatyouneedto 
understandishowtomodifyafileusing Vim. 
Thefirstthingthatyouwillnotice wheneditinga vim file is that, 
if you use the arrow keys to move the cursor and 
starttypingtoeditthefile, nothinghappens.Thereasonisthatyou 
havetoenter the /nsert modein Vim. 


Inordertoenterthe /nsert modein Vim, 
yousimplytypetheletter“a. "Onceyou do that, you will be able 
to edit and start typing your modifications on the file. 


Whenyouaredonemakingyourmodificationstothefile,whatyou 
dotogetout ofthe /nsert modeishittheESCkeyonyourkeyboard. 


So the next thing is, if you edit a configuration file, especially 
like the php.ini or any other main configuration file, keep in 
mind that these are really long documents. If you are trying 
to edit a single word or value inside that extremely 
longfile,findingthatsinglewordorvaluealonecanbeatedioustas 
kK. 


Inordertofindsomethingin Vim, 
therearetwosimplecommandsthatyoucan 
usetomakeyourlifeeasy. First, makesurethatyouareoutofthe 
Insert mode. 


Onceyouareoutof /nsert 
mode,goaheadandtypethecommandbelow: 


:/<name> 


That is colon, followed by a forward slash, and then a space, 
and then word of 
valuethatyouarelookingforwithinthefilethatyouaretryingtomo 
dify.Again, remember that capitalization is crucial. Make sure 
you capitalize the name 

correctly ,orelseLinuxwillnotabletofindwhatyouarelookingfor.A 
ndifitdid findsomething,itwillbetheincorrectone. 


Whatthiscommanddoesisitlooksfromtheplacethatyouareat— 
yourcursor— 


all the way down through the rest of the document. It will 
look for the word of value that you typed in your find 
command. Now, the important thing with 
searchingisthatyoucanputinwildcardcharacters. 


Letussayyouarelookingfortheword max 
withintheconfigurationfile.Tolook for max, 
youneedtotypeinthe find commandbelow: 


:/max 


Now,oneofthethingsmostLinuxexpertsdoiswhenevertheyarelo 
okingfora specific string in a file, they put a wildcard 
character, specifically an asterisk symbol, before and after 
the name of the string. The command would then look 
likethis: 


:/*max* 


Whattheabovecommandsaysisyouarelookingforanythingthat 
has max inthe 


middle;whetheritisapartofastringorastandalonestring.Becaus 
esometimes 
ifthereisaspaceorthereisalittlecharacterbeforeorafterthestring 
,itmaynot show up when you do the find command. This is 
the purpose of the wildcard in 


caseslikethese. 


Now take note that with the forward slash, Vim will search 
from where your 
cursorisatgoingdown.So,whatifyouhavereachedtheendofthefil 
eandyou didnotfindwhatyouarelookingfor? 
Atthispoint,yourcursorisattheendofthe 
file.Inordertomakeasearchupwardsfromwhereyourcursorisat,Si 
mplytype thecommandbelow: 


:/?< name> 


Thatiscolon,followedbyaforwardslash,followedbyaquestionma 
rk,aspace, 

andthenthestringorvaluethatyouarelookingfor. Thisiswhatwill 
makethe searchgoupwardsfromwhereyourcursorisat. 


Now, what if there are multiple instances of the string or 
value that you are lookingforina vim file? 
Well,whenyoudoasearch, Vim willautomaticallyhalt 
onthefirstinstanceofthestringorvaluethatyouarelookingfor. To 
movetothe next instance, you just need to hit the letter “n” 
on the keyboard. This is the equivalent of “Find Next” in the 
Windows operating system. As you can see, navigating in 
Vim is really easy. The above commands are all it takes to 
open, navigate,search,andeditfilesin Vim. 


ExitingandSaving 


Thenextthingweneedtotalkaboutishowopen,exit,andsavefiles 
within Vim. 


Sofar,whatwediscussedopening Vim 
filesfromthecommandprompt.Sonow, 
letusdiscusshowtoopenupother Vim fileswhileinside Vim 
itself. 


If you need to open a file and you are already in Vim— so you 
need to switch to anotherfile—justtypethecommandbelow: 


:e< filename> 


Thatisacolon,followedbyalowercaseletter 
e,aspace,andthenthefilename. 


Again,makesureyouareoutof /nsert 
modewhenyoudothis.|Ifyouarein /nsert 
modeandyoutypeinthiscommand,whatwillhappenis Vim 
willjusttypeinthe 
commandwithinthefileitself.ltwillnotbeinteroretedasacomman 
dtoopenup adifferentfile. 


Thatisallyouhavetodotoopenupanother Vim filefromwithin 
Vim.Now,letus 
sayyouopenupafileandyoulookaroundinthem.Butthen,youdec 
idethatyou 
donotwanttochangeanythingandyouneedtogetoutofthatfile. 
Whatyoudo inthisinstanceistypeinthecommandbelow: 


‘Q 


That is a colon, and then followed by the lowercase letter g. 
This command will exit you out of Vim. Of course, you have 
to press ENTER after typing in each 
commandinordertoexecutethem. 


There will be times when you also have to force quit out of 
Vim. There may be times when Vim has become 
unresponsive or it does not want to accept the normal quit 


command. In cases like these, you want to force Vim to exit. 
To do 
thatyouhavetoputanexclamationmarkafterthelowercaseletter 


q. 
:q! 


Whether Vim 
gotstuckorhasbecomeunresponsivetoothercommands,putting 
anexclamationmarkafterthelowercaseletter g 
willdefinitelygetyououtofthe Vim 
application.Onlyusethiscommandifnothingelseworks.Keepin 
mindthat ifyouarequitting Vim normallyusingthe :q or :q/ 
command,nochangeswillbe saved in the file that you are 
trying to edit—unless you saved the changes first 
beforetryingtoexecutethequitcommand. 


Now, let us say Vim locked up for some reason and you have 
already entered 
numerouschangesinthefile.Ofcourse,inorderforyounottogothr 
oughallthe 
changesagain,youwanttosavethefilebeforequitting.Inthisinsta 
nce,whatyou doistypeinthecommandbelow: 


‘wq 


That is a colon, followed by the lowercase letter w, and then 
followed by the lowercaseletter g. The lowercase letter w 
stands for “write”, while the lowercase letter g 
standsforquit.Sothiswillsavewhateverchangesyoumadetothefi 
lefirst 


beforequitting Vim. 


Thenextthingis,letussayyoumadesomechangestothefilebutyo 
udonotwant it to be saved to the original file. So you are 
basically trying to do a “Save as” 


commandhere. Todothat,justtypeinthecommandbelow: 
:w< newfilename> 


Thatiscolon,followedbyalowercaseletter w, 
aspace,andthenthenameofthe 
newfilethatyouwanttocreateandsaveinto. Thiscommandwillsa 
vethefilethat you edited to a new file. This is particularly 
useful when you do not want to 
overwritetheoriginalfileandyouwanttopreserveitforsomereaso 
n. 


Chapter7 :AdvancedLinuxN avigation In this chapter, we 
will talk about advanced Linux navigation. In chapter 5, we 
havealreadytalkedabouthowtochangedirectoriesinLinux.Now, 
wewilldiscuss 
howtofindfoldersinLinux,howyoumakeandremovedirectories,h 
owyoucopy files,andthenfinallyhowyoumountdrivesinLinux. 





ChangingDirectoriesandF indingF iles 


In the last chapter, we talked about how you edit 
configuration files using Vim, 
whichisprettyessentialinLinux.Now,asyousitthereandlookatth 


efilesystem, 
youprobablyhavenoideawherethoseconfigurationfilesareinthe 
firstplace.If you wanted to edit the php.ini file for example, 
the question that you may be 
askingsinceyouareabeginnerinLinuxis,whereisthe php.ini 
filelocated? 


So,tofindanyparticularfilethatyouwanttoedit,youmustfirstlear 
nhowtoget to the folder or directory where that particular file 
is located. Again, to change directories, all you need to do is 
make use of the cd command just like in 
Windows. Thesyntaxtochangedirectoryis: 


$cd< nameoffolder> 


Now, there is more to this command than meets the eye. 
Remember, Linux is exceptionally literal when it comes to the 
interpretation of commands syntaxes. 


Again,letusmakeuseofthediagrambelow: 


Ifforexampleyouareinthe var directory/folder and you want to 
go to the abc folder,allyouneedtodoistype: 


$cdabc 


Now, ifforexampleyouareinthe var 
folderandyouwanttogotothe etc folder, justtypingin $cdetc 
fromwithin var willnotwork.BecausethenLinuxwillthink 
thatyouwanttogotothe etc folderthatiswithinthe var 
folder,whichdoesnot exist. 


Whatyoumustdoistypethecommandbelow: 
$cd/etc 


Takenoteoftheforwardslashbeforethenameofthedirectorythaty 
ouwantto goto. ThisforwardslashwilltellLinuxtofirstgotothe 


root directory and then findthe etc 
folderordirectory.Now,Linuxwillnowbeabletosuccessfullybring 
youtothe etc foldersinceitisabletolocateitinthe root directory. 


/root 


Now, consider the example diagram above. Let us say that 
you are in the root directoryandyouwanttogotothe www 
directory.Ifyoutype: $cdwww 


Linux will not be able to bring you to the www directory; it 
will say that the directory does not exist. Why? Because 
remember, you are in the root directory. 


AsfarasLinuxisconcerned,thereareonlytwofileswithinthe root 
directory at thispoint: etc and var. Tobeabletogotothe www 
directoryfrom root, youmust type: 


$cd/var/www 


Nowyoumightbeasking,won’tthesecondforwardslashintheabo 
vecommand bringyoubackto root? 

No, itwillnot.Linuxonlyinterpretsthefirstinstanceof the forward 
Slash as the root directory. The second forward slash will be 
interpreted as an instruction to look for the directory that 
succeeds it, from the directorythatprecedesit. 


Hereisanotherexample:Letussayyouareinthe www 
directoryandyouwantto gotothe etc directory.Ifyoutypein: 


$cdetc 


This command will not work. Keep in mind that you are 
currently in the www 
directory.AsfarasLinuxisconcerned,thereisno etc directory 
inside the www 

directory. Omakethiswork,youhavetotypethecommandbelow: 
$cd/etc 


Soagain,thefirstinstanceoftheforwardslashwillbeinterpretedb 
yLinuxasan instructiontogotothe root 
directoryfirst.Onceitisinthe root directory,itwill then find the 
etc directory. Of course, this command will successfully bring 
you insidethe etc directorysinceitexistswithinthe root folder. 





Listing/DisplayingF iles 


Now,onceyouareinadirectory ,itisalwaysimportanttofindoutwh 
atelseisin 
thatdirectory. TolistfilesinLinux,yousimplyusethecommand /s. 


$Is 


And then, depending on what you want to do, you can apply 
one of two arguments.Ifyoudo: 


$ls-l 


Whatwillhappenisthatallthefilesandfolderswillgetlisted.Inaddi 
tiontothat, 
itwillalsoshowyouthepermissionsforthosefilesandfolders,thed 
atetheywere 

modified, thegroupownershipofthefilesandfolders,andtheindiv 
idualowner. 


Alotoftimesthatcanturnintoareallybigfile.So,whatyoucanalsod 
oistype: $ls-m 


Thistime,insteadofLinuxgivingyouareallylonglist,itjusttypesev 
erythinginto a nice block so you can see every bit of 
information about the files and folders. 


ThatisallyouneedtodotolistfilesandfoldersinLinux. 


Now,let’ssayyouwanttoeditacriticalconfigurationfile,butyouha 
veabsolutely 

noideawherethatfileis. Thankfully,Linuxdoeshaveasearchoptio 
n.Inorderto searchforfilesandfolders,allyoudoistype: 


$sudofind-iname< file/foldername> 


That is sudo, a space, followed by the word find, another 
Space, the argument - 


iname,anotherspace,andthenfinallythenameofthefileorfoldert 
hatyouare lookingforNowyoumightbeaskin,whatdoesthat - 
iname argument do? Well, 
whatitdoesisitmakesthesearchcaseinsensitive. 


Remember, justlikewhatwehavebeenmentioningsincechapter 
1,capitalization 


mattersinLinux.SinceyouarenewtoLinux,youmaynotknowwhic 
hfileshave 
uppercaselettersandwhichfileshavelowercaseletters.Ifyouputi 
nthe -iname argument in your search parameter, it will locate 
the file or folder that you are 
lookingforregardlessoftheircapitalization. 


If you are looking for a folder named home for example, and 
you use the search commandwiththe -iname 

argument, itwillcomebackwithallthefolderthathas home as 
the folder name. Whether that folder is name as Home, 
homE, hOme, HOme,hoMe, or HOME, 
itwillcomeupinthesearchresult. 


Whereasifyoumessupthecapitalizationofthenameofthefileorfol 
derthatyou are looking for, and you did not use the -/name 
argument, the search may come 
backwithnoresultsbecausenofileorfoldermatchthecapitalizati 
on. 


Also, do not forget about the sudo command when executing 
find commands in Linux.Ifyoudonotputin sudo 
atthebeginning,the find commandwillfailinthe 
mostobnoxiouswayinthatitwillnottellyouthatitfailed.ltwillsimp 
lynotgive you any results. So you will think that the file does 
not exist on the computer, 
wheninactualityitdoesexistoutyoujustdidnotuse sudo. 


With whatever file or folder that you are looking for, you can 
also use wildcard 
characterstogetherwiththeirnamewhendoingasearch.Inchapt 
er6,webriefly talked about making use of the asterisk 
wildcard when searching for strings in Vim. When finding 
files and folders within the Linux file system, you can also 
makeuseoftheasteriskwildcard. 


Ifyouputanasteriskbeforeafileorfoldername,thatmeansthatyo 
uarelooking for“ anythingbefore” 
thatparticularfileorfoldername . Letussayyouaretrying 
tolocateaconfigurationfileinLinux.InLinux,allconfigurationfiles 
have .conf suffix. If you are looking for a configuration file 
but you forgot what the exact 
nameis,youmaywanttopullupallthefilesthathave .conf 
astheirsuffix.Inthis case,whatyoudoistypethecommandbelow: 


$sudofind-iname*.conf 


What this command will do is look for a file or folder name 
that begins with anythingandendswith 
.conf.Now,whatifyouknowthefilenameofthefilethat 
youarelookingfor,butyoudonotknowthesuffix.Inthiscase,youn 
eedtotype thecommandbelow: 


$sudofind-inamephp* 


Whatthiscommandwilldoislookforafileorfoldernamethatbegins 
with php andendswith anything. 


/root 


etc var 


Making, Deleting,Moving, Copying, Renaming 


Nowweneedtotalkaboutmaking,deleting,moving,copying,and 
renamingfiles 


andfoldersinLinux.Thefirstthingthatwearegoingtodoistalkabo 
utcreatinga folder.Itisprettystraightforward.Allyoudoistype: 
$sudomkdir< nameofdirectory/folder> 


Thatis sudo, followedbyaspace,andthenthe mkdir parameter, 
another space, and then the name of the folder or directory 
that you want to make. As you can probablyalreadyguess, 
mkdir standsfor“makedirectory.” 


Keepinmindthatifyoudonotputthefullpathofthedirectory,thisc 
ommand will simply create that directory or folder inside the 
directory that you are currentlyin. 


Forexample,letussayyouareinthe var 
directoryandyouwanttocreatea Notes folderinsidethe etc 
directory.Ilfyoutype: $sudomkdirNotes 


Thiscommandwilljustcreatethe Notes folderinthe var 
directory. Tocreatethe Notes folder in the etc directory from 
within var, you must type in the full path 
justliketheonebelow: 


$sudomkdiretcNotes 


Thisway,Linuxwillgotothe root directoryfirst,andthenintothe 
etc directory, andwithinthe etc directorycreatea Notes 
folder. Typinginthefullfilepathwill 
ensurethatnomatterwhereyouareinthefilesystem,youwouldbe 
abletocreate the folder in the right location. That is all you 
need to do to create a folder or directoryinLinux. 


Deletingfilesorfoldersisjustassimple.Whatyoudoistypethecom 
mandbelow: $sudorm< fileorfoldername> 


Thatis sudo, a space, followed by the letters rm, another 
Space, and then finally the name of the file or folder that you 
want to delete. As you may have already guessed, rm stands 


for remove. Let us say for example you want to delete a file 
named Notes.Allyouneedtodoistype: 


$sudormNotes 


Deletingfoldersisalittlebitdifferent, however. Youactuallystillfoll 
owthesame 

syntaxaswhenyouaredeletingafile. Theonlydifferenceisthatyo 
uhavetoadd the -R 
argumentattheendofthecommandwhendeletingfolders. Thear 
gument 


-R 
standsforrecursive.Byusingtherecursiveargument,youarebasi 
callytelling Linuxtodothesametasktothecontentsofthefolder. 


Letussayyouwanttodeletethe www 
folderthathasthreefilesinit. Todothis, youjusttype: 


$sudormwww-R 


Thiscommandwillnotonlydeletethefolderitself, butalsothethre 
efilesthatare inside it. If you do not put a recursive argument 
at the end of a delete folder 
command,Linuxwillnotbeabletoexecuteitsuccessfully,sinceyo 
ucannotdelete 

afolderwithoutdeletingthecontentsaswell. Theonlytimeyouwo 
uldbeableto delete a folder successfully without the recursive 
argument is when the folder is emptytobeginwith. 


In Linux, there is no command to rename files and folders per 
se. Instead of rename,wehavethe move 
commandinLinux.Letussayforexampleyouhavea filenamed 
filel,andyouwanttochangethenameto 
file2.Todothatyouhaveto typethecommandsyntaxbelow: 


$sudomv< nameofoldfile><nameofnewfile> Thatis sudo, 
aspace,followedbytheletters mv, another space, the name of 
the 
originalfile,anotherspaceagain,andthenfollowedbythenameof 
thenewfile. 


Soagain,goingbacktoourexample,ifyouwanttochangethenam 
e filel to file2, youhavetotype: 


$sudomv fi/elfile2 


Thiscommandwillchangethenameof fi/el to file2. 
Itisstilltechnicallyrenaming a file. But in Linux, we use the 
term move. Now, how about moving a file from folder to 
folder? Well, the same syntax still applies. However, instead 
of just 

typinginthenameofthefilesandfolders, youmustindicatethefull 
path. 


Let’ssayyouwanttomoveafilenamed fi/el insidethe var 
foldertothe etc folder inthe root 

directory. Todothis,youmusttypethecommandbelow: 
$sudomvetcvar/filel etcfilel 


Thatis sudo, aspace,followedbytheletters mv 
formove,anotherspace,theexact 
filepathofthesourcefile,anotherspace,andthenlastlyfollowedb 
ytheexactfile pathtothedestination.|tisassimpleasthat. 


Copying is another important task in Linux. A lot of times, 
especially if you are 
dealingwithaconfigurationfile,itisessentialthatyoumakeaback 
upfilebefore you start messing around with the original file. 
Otherwise, if you mess up the original file, you may end up 
damaging the program that that file is associated 


with. 


TocopyfilesinLinux,allyouhavetodoistype: 


$sudocp< nameofthefile>< nameofthecopiedfile> Thatis 
sudo, aspace,followedbytheletters co 
forcopy,anotherspace,thename 
ofthefileyouwanttomakeacopyof,anotherspace,andthenfinally 
thenameof 
theduplicatefile.So,letussayyouwanttomakeacopyofafilename 
d file10.All youneedtodoistype: 


$sudocpfilelOfilel0O.bak 


Here, file10.bak isthenameoftheduplicatefileof fi/e10. 
Asyoucansee,itiseasy tomakecopiesoffilesinLinux. 


MountingDrives 


The last big thing that you have to understand in order to 
navigate Linux is mounting drives. This is where you have an 
external hard drive, you plug it into the computer, and you 
need to mount the drive in order for you to browse its 
contents. Thatexternalharddrivecouldbeanormalharddrive,afl 
ashdrive,ora CD-ROMdrive.FlashdrivesandCD- 
ROMdrivesareconsideredasharddrivesin Linux. 


Basically, any drive that you will connect to the computer is 

a drive that would have to be mounted. The first thing that 
you have to understand is how the 
mountingprocessworksinLinux. Themountingprocessisasfollow 
s: Step1-Connecttheharddrive. 


Step2-Createafolderforyourmountpoint. 


Step3- 
Grabsomespecificinformationabouttheharddriveandthenpoint 


themountpointfoldertothatharddrive. 


Thatisessentiallyhowyoumountthedrive.Themountpointfolder 
nowgetstied 
totheharddrive.Sincetheyaretiedtogether,youcannowbrowset 
hecontentsof theharddrivethroughthemountpointfolder. 


So how do you actually make the mount point folder in the 
command prompt? 


Simple:justtypethecommandbelow: 


$sudomkdirmnt< nameofmountpointfolder> Takenoteofthe 
/mnt directorythatwearecreatinghere.Knowthat /mnt isthe 
standardmountingdirectoryinLinux.Thismountingdirectoryisu 
niversal.You can use a different mounting directory if you 
want. However, using /mnt is considered as a best practice 
since most Linux administrators and programmers 
willuseitbydefault. 


Now,let’ssayyouwanttomountaconnectedharddrivetoamount 
pointnamed drivel. Todothis,youjusttype: 


$sudomkdirmntdrivel 


Bytypingthecommandabove,youarecreatingthefolderthatyou 
rharddrivewill 
bemountedto.Onceyoudothis,thenextthingthatyouhavetodois 
findoutthe 
informationabouttheharddrivethatyouaretryingtomount. Todot 
hisyoujust runthecommandbelow: 


$sudofdisk-| 


Theabovecommandwilllistallofthephysicalharddrivesthatarec 
onnectedto your system. This list is going to show you the 
different hard drives that are connected to your system, how 


much space they have, etc. In there, you are looking for 
something that is going to look like devsdal. These are 
called disk namesinLinux. 


Linux disk names are always arranged in an alphabetical 
order. If you have two hard drives connected to your Linux 
system, for example, they will be named 


devsda and devsdb, respectively. The numbers that succeed 
the disk names refertothepartitionswithinthatparticulardisk. 


Ifyouhavetwopartitionsinyourfirstharddriveforexample,theywi 
Ilshowupas 


devsdal and devsda2 
respectively.Ifyouhavethreepartitionsinyoursecond hard 
drive, they will show up as devsdb1, devsdb2, and devsdb3 


respectively. 


So,inordertomounttheharddrive,allwearegoingtodooncewefin 
dthedisk nameistypethefollowing: 


$sudomount< diskname>< mountpoint> If we were to apply 
this command syntax to our example, the command should 
looklikethis: 


$sudomountdevsdamntdrivel 


Thisisallyoutodomountyourharddrive.Now,youcangoandchan 
gedirectory to mntdrivel bytyping: 


$sudocdmntdrivel 
Andonceyouareinyourmountpointdirectory,youcantype: $ls-l 


Theabovecommandwilllistallthecontentsofthatharddrive.Youc 
annowapply 


alltheLinuxnavigationcommandsthatyouhavelearnedsofariny 
ourmounted 
drive.ThatisbasicallyhowyoumountaharddriveinLinux. 


Now, if you are done with that hard drive and you want to un- 
mount it, all you needtodoistype: 


$sudoumount< diskname>< mountpoint> As you may have 
already guessed, umount stands for un-mount. Once you 
have successfully un-mounted a hard drive, you can repeat 
the same process of 
mountingadriveifyouwanttouseanewharddrive. 


Conclusion 


There you have it. That is all there is to the basic installation, 
basic task 
commands,basicandadvancednavigation,andeditingfilesinLin 
ux.Again,like 
whatwehavementionedintheotherchapters,theonlyreasonthisi 
sintimidating 
andtheonlyreasonanybodyisnervousaboutthisisthattheydono 
tknowwhat 
commandstorun.Onceyouunderstandthecommandsthatyoun 
eedtorun,itall becomeseasy. 


Onceagain,thesecommands,thoughtheymightseemcomplicat 
edtoyouatthis 
point,arejustprettybasic.lfwhatwehaveshowedyouinthisbookd 
oesnothelp you do everything that you need to do, then by 
all means use the man pages in 
ordertolearnthemorecomplicatedcommandsthatyouneed. 


With Linux, the sky’s the limit on the things that you can do 
with the operating 
system.Wearebasicallyjustbringingthisdowntoalevelthatbegi 
nnerslikeyou canlearnandunderstandquickly. 


Wewouldliketothankyouforbuyingthisbook.Wehopethatyoule 
arnedalot 
abouttheLinuxoperatingsystemanditsbasiccommands.Feelfre 
etomakethis book your beginner’s quick guide as you explore 
the intricacies of this fantastic operatingsystem. 


Atthispoint,wewouldliketoencourageyoutotinkerandplayarou 
ndwiththe Linux operating system and its numerous 
distributions. Keep in mind that different distributions have 
different features. Some of the commands that are indicated 
in this book may already be an automatic process in another 
distribution. For example, desktop distributions of Linux such 
as Linux Mint, 
ArchLinux,PeppermintLinux,KaliLinux,PuppyLinux,etc.allperfo 
rmthehard drive mounting task automatically. Not only that, 
they also allow you to apply 
variousthemestotheGUI,makeuseofwidgets,etc.togivetheoper 
atingsystema morecustomizedfeelandlook. 


Linuxisatrulywonderfuloperatingsystem,andithasnowreached 
alevelwhere 
itcancompetewiththemorepopularoperatingsystemsoutthere. 
Wehopethat 
thisbookbecomesyourfirststeppingstonetowhatmaybethefutu 
reofcomputer operatingsystems—Linux. 
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